
Privacy Notice 

EY Scale-up Award and EY Growth Maturity Assessment 

1. Introduction 

This Privacy Notice is intended to describe the practices EY follows for the EY Scale-up Award 

program and the EY Growth Maturity Assessment (together the “Program”), with respect to the 

privacy of all individuals whose personal data is collected, processed and stored in the EY systems, 

judging management software, virtual event and networking platforms and videoconferencing 

technologies used to deliver the Program (together the “Tools”). For information on the Tools used in 

the Program contact your usual EY contact person or datenschutz@at.ey.com. 

EY Scale-up Award finalists, winners and judges of the Program become part of the EY Scale-up 

community and benefit from access to a global ecosystem, obtain access to exclusive events, insights 

and resources to help navigate their growth journey and deliver long-term value to their community 

and the world. 

The Program takes place through a combination of virtual and in-person events and activities 

including but not limited to nominee submission of applications, presentations, onsite events, 

selection of finalists and winners by an independent panel of judges, media promotions, award 

ceremonies and networking events. 

This Privacy Notice should be read together with the ey.com Privacy Statement, and in case of any 

conflict with the ey.com Privacy Statement, the terms of this Privacy Notice will prevail. Please read 

this Privacy Notice carefully. 

If you have any questions regarding the processing of your personal data or wish to contact the data 

protection officer of an EY member firm, please contact the EY data protection team who will direct 

your query to the appropriate person or team within the organization. 

The data protection officer for the Austrian data controllers can be reached at the following contact 

details: 

Data Protection Officer  

Ernst & Young ServicegmbH & Co OG Steuerberatungsgesellschaft 

Wagramer Straße 19, IZD-Tower 

1220 Vienna 

E-Mail: datenschutz@at.ey.com 

 

2. Who manages the Program? 

“EY” refers to one or more of the member firms of Ernst & Young Global Limited (“EYG”), each of 

which is a separate legal entity and can determine the purposes and means for data processing in its 

own right (i.e. act as a data controller or in a similar capacity). 

The entity acting as data controller (or similar capacity) by providing the Tool in which your personal 

data will be processed and stored is Ernst & Young ServicegmbH & Co OG 

Steuerberatungsgesellschaft, Wagramer Straße 19, IZD Tower, 1220 Vienna, Austria. 
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The personal data in the Tool can be shared with one or more member firms of EY (see “Who can 

access your personal data” section 6 below). 

The Tool is hosted on servers in Germany by Hetzner Online GmbH.  

 

3. Why do we need your personal data? 

Personal information that is processed as part of the Program in the Tools is used primarily to 

support the Program’s nomination, judging, interview, recognition, and alumni engagement phases 

as follows. 

1. To communicate and engage with you on an ongoing basis, as it pertains to the Program; 

2. engagement with Relevant Parties with respect to sponsors’ participation in evaluating and 

other Program activities and for the purposes of discussing potential business opportunities 

e.g. investment rounds with you, including opportunities with third parties; 

3. verification of information obtained through background and/or information checks; 

4. evaluation and development of the Program; 

5. if you are a competition participant, evaluation of your submission by the panel of judges to 

enable you to compete in the Program; 

6. In aggregated or anonymized form, except with respect to an EY Person, a Program judge (if 

you are a competition participant) or a Program sponsor, for purposes of research, 

education, or any other purposes. 

The accuracy of the personal information processed in the Tools is maintained by the Program 

management team. EY does keep personal contact information up-to-date. 

In the EY Scale-up nomination form (or for judges, your judging materials) we will ask your consent to 

add your contact details in the Tool..  

EY relies on the following basis to legitimize the processing of your personal data in the Tool: 

We process your personal data based on your consent. The provision of your personal data    

to EY is optional. You have the right to withdraw your consent at any time. However, if you 

do not provide all or part of your personal data, we may be unable to carry out the purposes 

for processing and you may be unable to continue in the EY Scale-up program. Please refer to 

Section 4 for a description of personal data collected. 

If you have any questions about the processing of your personal data in the Tools, please contact 

your usual EY representative or email datenschutz@at.ey.com. 

For EY personnel and judges, EY relies on the following basis to legitimize the processing of your 

personal data in the Tools: 

Processing of your personal data is necessary for the purposes of the legitimate interests 

pursued by the data controller or by a third party, except where such interests are 

overridden by the interests or fundamental rights and freedoms of the data subject which 

require protection of personal data. The specific legitimate interest pursued is administering 

the Program and conducting the judging of the Program. EY personnel and judges have the 

right to object at any time, on grounds relating to their particular situation, to the processing 

of personal data concerning them based on the above legitimate interests. 



4. What type of personal data is processed? 

The following personal data categories are processed: 

Personal Data processed relates to Program participants including Nominators/Candidates, Judges 

and EY Personnel who administer the Tools. This data is sourced from: EY systems, EY personnel, 

judges, nominators, and candidates. Candidates could include EY clients. 

Nominators/Candidates 

Personal data processed in the Tools relating to Program nominators and candidates includes their 

contact information (name, email, work or mobile phone number and address) and company related 

information (company name, address, URL and affiliated information. 

It is not mandatory for all the data fields within a nomination form to be completed by Nominators 

and Nominees. Mandatory data fields will be marked in the nomination form via a red asterisk. 

EY may seek information about a Nominee or their company/organization to confirm or supplement 

information contained within their nomination form for the EY Scale-up Award ("Background 

Checks"). Background Checks may include information obtained from publicly available sources such 

as (social) media, credit history, court and other available registers, record-of-offense searches (to 

the extent permitted by applicable law) or information from third-party sources. 

In addition to the Personal Data, which is processed in the Tool, the nomination form also asks 

Candidates for financial information relating to their company/organization. 

In submitting the financial information for the purposes of the Program, Nominees confirm that: the 

provision of such information does not breach the privacy or any other legal rights of the 

company/organization that is the subject of the information; they have obtained the information in a 

duly authorized manner; and they are duly authorized to provide EY with the right to use such 

information for purposes in connection with the Program. 

Judges 

Personal data processed in the Tools includes their name, contact details (email, telephone number 

and address), assistant’s contact information, photograph, biography and company related 

information if appropriate. 

EY Personnel 

Personal data processed in the Tools includes their name, contact details (email, title, work phone 

number and address) and company related information. 

 

5. Sensitive personal data 

Sensitive personal data is data revealing your racial or ethnic origin, political opinions, religious or 

philosophical beliefs, trade union membership, genetic data, biometric data, data concerning health 

or data concerning sex life or sexual orientation. 

EY does not intentionally collect any sensitive personal data from you via the Tool. The intention of 

the Program is not to process such information. Accordingly, please note that free text field(s) should 



not be populated with excessive personal data (including any sensitive personal data) and/or 

confidential client information. 

 

6. Who can access your personal data? 

EY will not transfer your personal information to third parties (other than those parties specifically 

contracted to execute the Program) unless we have your permission or are required by law to do so. 

We will only disclose your personal information to third parties that have agreed in writing to provide 

an adequate level of privacy protection. Your personal information may be accessed in the Tool by 

the following persons: 

- EY Scale-up Award system Admin set up  

- Scale-up Award Tech support admin (system vendor; see point 2) 

- EY Program administrators and support staff 

- Jury members / Partners (to read data and evaluate the start-ups) 

The following Scale-up Award investors will be able to access your information to provide you 

investment possibilities and/or add you to the aws i2 Business Angels network under the condition 

that you gave your permission according to the provisions laid down in Art 6 para 1 lit a GDPR:  

Austria Wirtschaftsservice Gesellschaft mit  

beschränkter Haftung  

Walcherstraße 11A  

1020 Wien 

 

Wirtschaftskammer Österreich 

Wiedner Hauptstraße 63 

1045 Wien 

 

Austrian Angel Investors Association (AAIA) 

Stiftgasse 21 

1070 Wien 

 

AVCO - Austrian Private Equity and Venture Capital Organisation 

Lothringerstrasse 12. A-1030 Wien 

Stiftgasse 21/28 

1070 Wien 

 

You can withdraw your consent at any time by e-mailing your request to datenschutz@at.ey.com.  

 

In addition to the above chart, EY personnel at all levels will have access to personal data on a “need 

to know basis” for the purposes of the Program. EY personnel are subject to various member firm 

and professional guidelines governing the use of private information obtained during the course of 

their work, and these guidelines apply to private information collected for the Program. 
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To the extent that personal data has been rendered anonymous in such a way that you or your 

device are no longer reasonably identifiable, such information will be treated as non-personal data 

and the terms of this Privacy Notice will not apply. 

 

7. Data retention 

Our policy is to retain personal data only for as long as it is needed for the purposes described in the 

section “Why do we need your personal data?” Retention periods vary in different jurisdictions and 

are set in accordance with local regulatory and professional retention requirements. 

In order to meet our professional and legal requirements, to establish, exercise or defend our legal 

rights and for archiving and historical purposes, we need to retain information for significant periods 

of time. 

The policies and/or procedures for the retention of personal data in the Tools are: 

Personal Data in the EY Scale-up Award Program, such as participants’ contact information, will be 

deleted 10 years after completion of the Program if they are not being updated by you in the 

meantime, e.g. to renew the Growth Maturity Assessment. For the period beyond 10 years of 

completion of the EY Scale-up Award Program, the only information that will be retained on 

participants is their name, the company/organization they are associated with, the year they 

participated in the Program and whether they were a winner/runner up. This information is retained 

in the system so that the Program Managers have an entire history of participants in the Program.  

After the end of the data retention period, your personal data will be deleted. 

 

8. Security 

EY protects the confidentiality and security of information it obtains in the course of its business. 

Access to such information is limited, and policies and procedures are in place that are designed to 

safeguard the information from loss, misuse and improper disclosure. Additional information 

regarding our approach to data protection and information security is available in our Protecting 

your data brochure. 

 

9. Controlling your personal data 

EY will not transfer your personal data to third parties (other than any external parties referred to in 

section 6 above) unless we have your permission or are required by law to do so. 

You are legally entitled to request details of EY’s personal data about you. To confirm whether your 

personal data is processed in the Tools or to access your personal data in the Tools or (where 

applicable) to withdraw your consent, contact your usual EY representative or email your request to 

datenschutz@at.ey.com. 
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10. Object, rectification, erasure, restriction of processing or data portability 

You can confirm your personal data is accurate and current. You can object to the processing of your 

personal data or request rectification, erasure, restriction of processing or a readily portable copy of 

your personal data by an e-mail to datenschutz@at.ey.com. 

 

11. Complaints 

If you are concerned about an alleged breach of privacy law or any other regulation by EY, you can 

contact the EY data protection officer. A data protection officer will investigate your complaint and 

give you information about how it will be handled. 

 

You also have the right to complain to the Austrian data protection authority Barichgasse 40-42, 1030 

Vienna, or refer the matter to a court of competent jurisdiction or as specified in any applicable 

engagement agreement with EY. You can also refer the matter to a court of competent jurisdiction.   

 

 

12. Contact us 

If you have additional questions or concerns, email datenschutz@at.ey.com. 
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