




Once a new technology rolls over you, if not 
part of the steamroller, part of the road.

























Attackers can harvest data from public 
and private networks, while it is 
encrypted with conventional methods, 
until a full migration to post-quantum 
cryptography is implemented. Then, 
they can decrypt that date once a 
large-scale fault-tolerant quantum 
computer becomes available, and 
while the data is still useful.
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CRYSTALS-KYBER
CRYSTALS-KYBER can be used for key establishment e.g., to access secure 
websites and offers strong security and excellent performance. NIST expects it 
to work well in most applications.

CRYSTALS-Dilithium
CRYSTALS-Dilithium is a lattice-based signature scheme that can be used for 
digital signature and offers strong security and high efficiency. NIST 
recommends it as primary algorithm for digital signature.

FALCON
FALCON also relies on structured lattices and will also be standardized by NIST, 
since there may be use cases and applications that need smaller signatures 
than CRYSTALS-Dilithium can provide.

SPHINCS+
SPHINCS+ is a stateless hash-based signature scheme that incorporates multiple 
improvements, specifically aimed at reducing signature size. It will be 
standardized to avoid relying only on the security of lattices for signatures.
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