
Five considerations 
to disrupt the 
internal audit 
risk assessment 
process 



The importance of the risk 
assessment cannot be overstated – 
it’s the critical exercise that helps 
set the internal audit plan. Learn 
about several of the innovative 
disruptors that are transforming 
the way in which internal audit 
functions are approaching their risk 
assessment process. 

Watch our Americas Advisory 
Internal Audit Leader talk about the 
importance of disrupting the risk 
assessment process

https://players.brightcove.net/1066292269001/default_default/index.html?videoId=6004412622001
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Leading IA risk assessments exhibit five primary characteristics within 
their IA risk assessment process:

IA functions are embracing the challenge of bringing a more innovative 
and value-driven IA risk assessment to their organization. Their 
continued success and influence within the organization is dependent 
upon them enacting these five characteristics.

Here is a closer look at how IA functions are approaching each of these 
five characteristics.

Innovation Introduce new and transformative methods, 
tools and enablers to drive greater efficiency, 
effectiveness and value 

Interaction Foster real-time engagement and connection 
with key organizational stakeholders to quickly 
respond and adjust to the changing risk 
landscape

Impact Shift focus to the risks that impact the 
organization’s most strategic priorities, business 
opportunities and pressing challenges in a 
timely manner

Information Efficiently and effectively identify, gather 
and synthesize quantitative and qualitative 
data from various sources (both internal and 
external) to better focus IA’s activities on the 
risks that matter 

Insight Increase the relevance and power of the 
information and data obtained during the 
risk assessment and turn it into insights that 
influence the audit plan and positively impact 
the organization

As organizations look to manage their 
expanding risk profile, it is becoming 
increasingly complex for internal audit 
functions to evaluate and monitor the breadth 
of the risks through traditional risk assessment 
activities. Historically, internal audit functions 
have had limited access to technology to 
leverage in completing the risk assessment, 
thereby resulting in a significant manual effort 
to gather and process the necessary data. As 
a result, many risk assessment processes may 
not be reaching their full potential in analyzing 
risk and  providing value to the IA function and 
the organization as a whole.  

The significance of the IA risk assessment 
process cannot be understated. It is one of IA’s 
most critical activities as a direct input into 
the department’s short-term and long-term 
strategies. Yet the IA risk assessment process 
can quickly become a routine check-the-box 
exercise of non value added activities  
and results. 

Highly effective and value focused IA 
departments are delivering a results-oriented 
and value-based IA risk assessment. Forward-
looking IA departments are disrupting their 
IA risk assessment process — they are not 
satisfied with the status quo, and they want 
better information and greater insight to 
drive their audit strategy and plan. These 
organizations’ departments are using 
technology to quantitatively assess and 
evaluate the risks and are innovating how 
they engage with key stakeholders. They 
are focused on aligning with the company’s 
strategic priorities and objectives, providing 
insights to the business and delivering value 
that impacts the organization in new and 
different ways. 

What are these functions 
doing to disrupt the IA risk 
assessment process? 



Why is this critical?
Emerging technologies, 
new approaches 
and digital advances 
are presenting IA 
departments with the 
opportunity to innovate 
and drive fundamental 
and progressive change in 
the way risk assessments 
are planned and executed.

What will a leading-class risk assessment 
process look like in one year? Two years? 
Ten years? There is no one answer. Change 
will continue, requiring IA departments 
to innovate and deploy new processes, 
new technologies and new ideas. Many IA 
functions are already using ingenious new 
tools, technologies and enablers to deliver 
greater value - not only to the business,  
but also within the IA department.

Summarized here are a number of 
innovative and emerging practices that IA 
functions are using right now to drive more 
effective and efficient risk assessment 
activities. The current practices aim to 
advance and broaden the discussions 
for risk assessments, all of which require 
talented professionals to execute. Many  
of these practices can be enabled by  
new technology or by upskilling  
existing employees.

To drive change and innovate their  
risk assessment process (and related 
activities), organizations need to commit  
to the following:

1. Develop a forward-thinking, 
progressive mindset — IA departments 
may repeat processes or activities that 
worked in prior years. Challenge your  
IA teams to think about new and 
innovative ways to achieve a task or 
perform an activity that can help drive 
efficiency, effectiveness or greater  
value (or whatever objectives you are 
trying to achieve).

2. Believe in and embrace an innovation 
culture — To activate an innovation 
culture, the entire IA department needs 
to fully embrace the ideas and principles 
behind it. 

3. Foster and encourage innovation — 
Develop a program or approach that 
allows for innovation to be successful. 
Common innovation programs focus on 
three key principles: 1. evaluation, 2. 
incubation and 3. execution.

Innovation
Innovation

Impact

Interaction

Insight

Information

Innovation

Internal Audit

Risk Assessment



1Five considerations to disrupt the internal audit risk assessment process  |

Situation

IA was given a call to action  
through a challenge posed by senior 
leadership at a multi-billion dollar 
global technology company: “As the 
business changes and adapts to an 
evolving industry, how will IA innovate 
and evolve to remain relevant and 
effective?” 

The company was undertaking a 
significant multiyear transformation 
around its business model, portfolio 
and technology systems, and senior 
leadership needed IA to transform with 
them. The existing IA methodology 
and approach was highly manual and 
overly focused on financial risk at the 
expense of emerging and significant 
risks related to operations, compliance 
and strategy. One of the first initiatives 
was focused on transforming the 
internal audit risk assessment.

Success story

Approach

The IA function implemented a 
formal process and approach to 
drive innovation, with the goal of 
establishing a culture of creativity. 
Starting out, the team implemented 
a Collaboration Hub, which brought 
the department leaders together 
throughout the year to collaborate 
and to chart out the future of the IA 
function, evaluating and challenging 
all aspects of IA’s strategy, operating 
model, technology usage and 
governance activities. Coming out 
of the first Collaboration Hub, IA 
identified innovative ideas and 
approaches around risk assessment, 
including technology enablement, 
data analytics and methodology. The 
CAE set the tone by asking for the 
team to be creative, think outside 
the box and challenge how things 
were done in the past. Through the 
session, IA completely redesigned the 
risk assessment process – including a 
revamped methodology, enablement 
of technology and analytics, and more 
frequent interactions. This new and 
collaborative approach to innovation 
drove greater engagement and 
fostered new ideas — all of which were 
key objectives from the beginning.

Value delivered

The Collaboration Hub was a 
resounding success as it brought the 
team together under one common 
vision and charted its course for the 
next three to five years. This fostered 
innovation across the audit lifecycle 
which the team had previously 
struggled with. The IA leadership 
team implemented key improvements, 
including enhancements to the 
internal audit methodology, use of 
data analytics, department culture and 
risk assessment process. Specifically, 
coming out of this Collaboration 
Hub session was a reimagined IA 
risk assessment process, where the 
team identified exciting new ways to 
capture, evaluate and synthesize data 
on a real-time basis to drive better 
identification and evaluation of risks 
across the organization. The audit 
plan that was developed after the 
Collaboration Hub eliminated low-value 
rotational audits and instead included 
audits that, even though they may 
have been uncharted territory for 
the IA function, were closely aligned 
to the top enterprise risks facing the 
company. The organization’s ability  
to formalize innovation resulted in  
a clear message of positive change 
that cascaded throughout the 
company and captured the attention  
of executive leadership.
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When IA is able to drive meaningful 
and consistent interaction with key 
stakeholders across the organization and 
bring its own point of view on emerging 
risks, the result is a more thought-provoking 
dialogue and business discussion. When 
IA has a better understanding of the 
organization’s priorities, business objectives 
and risk profile, the result is a more 
targeted and valuable audit plan for the 
organization.

How does it work?
In sustaining any relationship, you need 
to build trust, which is developed through 
consistent and frequent interaction. 
This is no different when it comes to IA 
building and sustaining relationships with 
stakeholders across the organization. IA 
functions are rethinking how they engage 
with and interact with stakeholders (e.g., 

more frequent and interactive dialogue and 
discussion). Although not a new concept, 
the need for frequently interacting with 
stakeholders, along with providing timely 
quantitative analysis, is driving IA functions 
to replace the traditional annual risk 
assessment approach with a more dynamic 
and iterative process.

Instituting a more interactive and iterative 
risk assessment process is a proactive 
response to the dynamic nature of the risk 
environment faced by many organizations 
today. More frequent engagement (vs. a 
point-in-time or annual process) provides IA 
with greater insights and the opportunity to 
respond in a more timely manner to current 
and emerging risks and challenges. 

Moving to an iterative risk assessment 
process is about challenging the timing, 
nature and frequency of the process. 
This approach involves assessing risks at 
more frequent and periodic intervals to 
incorporate real-time feedback on current 
and potential risks. 

What do I do to get 
started?
Transitioning to a more interactive and 
iterative risk assessment process will be a 
culture shock to some — both within and 
outside of the IA department. However, 
there are quick wins, which IA can achieve 
through the following:

1. Develop a relationship plan — Develop 
a relationship plan that identifies the 
organization’s key stakeholders with 
whom IA personnel should be meeting 
throughout the year. The relationship 
plan should include such details as 
relationship owner, meeting frequency, 
key areas of responsibility and objectives. 

2.  Relationship profile — As IA meets with 
each of the key stakeholders, build a 
relationship profile (e.g., overview of 
their social style, areas of responsibility, 
goals, leadership style, key focus areas, 
history with the organization and notes 
from prior discussions) of the individual 
to reference for future conversations. 
This profile will help build trust with 
these individuals and confidence when 
interacting with them. 

3. Plan and execute relationship 
meetings — These meetings are critical, 
and as such, they need to be protected 
on the calendar. Do not get into a habit of 
canceling or postponing these meetings. 
Plan ahead, using the relationship 
plan and relationship profile, for a rich 
dialogue with the key stakeholder. The 
focus of these meetings should be both 
a push (i.e., what is going on in IA, 
emerging risks, industry insights) and a 
pull (i.e., what is going on in the business, 
key initiatives, strategic priorities). 

4. Implement an ongoing risk register — 
Develop a process to capture and share 
insights, business trends and risks with 
the broader IA department. Evaluate how 
to use this information to feed the IA 
risk assessment process in a more timely 
manner and develop a more responsive 
IA plan and approach. 

Why is this critical?
The risk landscape is 
changing faster than ever. 
Improving relationships, 
building trust and sharing 
knowledge between 
IA and key business 
partners through more 
frequent and ongoing 
communication is critical 
to the long-term success 
of the IA department.

Interaction 
Innovation

Impact

Interaction

Insight

Information

Innovation

Internal Audit

Risk Assessment
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Situation

IA was challenged with providing 
an IA plan that was responsive to 
the changing risk profile of the 
business which would add value to 
the organization. Under IA’s previous 
point-in-time risk assessment 
approach, a 9- to 12-month gap could 
exist between the IA risk assessment 
activities and the start of an audit. 
This gap resulted in changes to both 
internal and external risk factors, 
which impacted the relevance of  
individual audits. 

Success story

Approach

A more interactive and iterative 
risk assessment approach was 
implemented using a 12 month 
rolling internal audit plan. Unlike the 
annual IA plan, the rolling IA plan was 
easily adaptable to shifts in strategic 
priorities, business objectives and 
new and emerging risks, as well as 
to specific requests from executive 
leadership. The rolling IA plan provided 
a current and forward-looking 
perspective, allowing the IA function 
to prioritize and quickly address risks 
as they emerged and deprioritize risks 
that became less pervasive, freeing up 
resources for more critical activities.

Every six months, IA projects the audit 
plan six months ahead and proposes a 
list of potential audits for subsequent 
quarters. Alternatively, this process 
can even be iterated quarterly. To 
facilitate rolling changes to the internal 
audit plan, IA shifted from conducting 
annual management interviews to 
engaging in a more dynamic and 
iterative meeting cadence with the 
key stakeholders and evaluating 
risks through the use of tools and 
technology. This adjusted approach 
included a monthly risk assessment 
meeting supported by monthly or 
quarterly conversations with key 
stakeholders across the organization. 

Value delivered

The impact of the new approach 
was significant. The continuous and 
iterative nature of the meetings with 
key stakeholders throughout the year 
reduced the amount of upfront audit 
planning traditionally required and 
enabled IA to devise an audit response 
that was much more customized  
and tailored to the organization’s 
current risk profile. Key risks were 
re-evaluated and prioritized on a 
quarterly basis, contributing to a  
more flexible response to the business 
while also increasing the overall 
efficiency of the audit process. 

In addition to providing a better 
understanding of the risk environment, 
the iterative and interactive 
approach strengthened IA’s brand 
and relationships with the business. 
The frequent dialogue increased 
IA’s knowledge of the business and 
sharpened IA’s focus to allow for  
more impactful discussions and  
audit activities. 
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When IA risk assessment activities 
proactively identify root causes and 
trends, the impact of the risk assessment 
becomes exponentially greater. Exceptional 
interviews are driven by insightful, probing 
questions that expose the human element 
of risks and uncover the root causes.

Behavioral-based interview methodologies 
improve the way we ask questions and help 
IA more effectively identify, evaluate and 
respond to the human element; employee 
behavior and culture are often the “why” 
behind the risks.

Employee behavior and company culture 
are among the most important factors to 
evaluate as part of the IA risk assessment, 
yet are often overlooked due to the 
difficulty in assessing these factors.

How does it work?
Behavioral-based risk assessment questions 
examine how employees act in response to 
risks and controls and provide a common 
language to discuss and understand the 
impact the human element can have 
on the overall risk environment. These 

questions key in on two influencing forces — 
organizational and individual — that explain 
behaviors and their impact on outcomes. 
Underlying these influencing forces are  
six factors: 

What do I do to get 
started?
1. Develop insightful questions using 

a behavioral-based methodology for 
your next risk assessment interviews 
— Questions aligned to the six behavioral 
factors (above) can be leveraged 
to develop and ask more impactful 
questions during the risk assessment 
interviews. 

Impact

Why is this critical?
Asking better questions 
drives deeper and more 
impactful discussions and 
insights, both of which 
enable IA functions to 
build a more responsive  
IA plan.

Innovation

Impact

Interaction

Insight

Information

Innovation

Internal Audit

Risk Assessment

Examples of dynamic questions:

• Information — Are employees aware of 
and do they understand the importance 
of policies and procedures in the 
management and mitigation of risks? 

• Resources — Is there adequate staffing 
and resources to fulfill organizational 
requirements? Has the department or 
function been over- or understaffed  
over a period of time?

• Incentives — Are incentives aligned to 
risk management expectations such as 
compliance with policies and procedures 
or adherence to laws and regulations?

• Competencies — Do employees within the 
organization have the appropriate skills, 
knowledge and training to perform their 
assigned job responsibilities and related 
activities?

• Application — Are employees held 
accountable for noncompliance with 
organizational policies and procedures?

• Motivation — Is the work of employees 
valued, and are employees motivated to 
do the right thing? What other factors 
are sources of motivation for employees 
or the departments?

2. Evaluate interview approach and list of 
interviewees — Considering the broader 
charge of understanding the pervasive 
culture of the organization, assess 
whether you are interviewing the right 
people and enough people to achieve 
your objectives. Evaluate whether your 
interviews are providing the impact 
that you were looking to achieve; if 
not, identify where you have gaps and 
develop a plan to mitigate those gaps.

Organizational factors :

1. Information (i.e., policies and 
procedures governing the 
organization)

2. Resources (i.e., how the 
organization is structured and how 
resources are assigned)

3. Incentives (i.e., penalties or 
rewards)

Individual Factors:

4. Competencies (i.e., skill sets 
and training required to perform 
responsibilities)

5. Application (i.e., how people use 
their time and resources)

6. Motivation (i.e., long-term view, 
often deeply personal to the 
individual)
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Situation

The IA team at a large energy 
company was challenged to obtain 
more specific and impactful 
information from its risk assessment 
interviews. The historical process and 
approach had proven to be of little 
value, and the conversations with 
stakeholders were not providing new 
or impactful information for the IA 
team to leverage in developing their 
IA plan. The team was not getting at 
the root cause of risks and did not 
understand why certain risks were 
more prevalent than others.  

Success story

Approach

The IA team executed risk assessment 
interviews and leveraged behavioral-
based questions. These insightful 
and probing questions were used to 
solicit information and feedback from 
stakeholders to better understand 
the control consciousness of the 
employees and departments as well 
as the organization’s overall culture. 
Additionally, the responses helped 
the IA team begin to understand and 
respond to the root causes of the risks.

Value delivered

The candid and more impactful 
feedback obtained drove better 
conversations and insights during 
the risk assessment process. The risk 
assessment interviews identified new 
risks (as well as root causes), requiring 
additional focus and attention by IA 
and management of the organization. 
These risks were discussed with 
executive management and resulted in 
an IA plan that was more responsive to 
the risks facing the organization. When 
these projects were executed, IA was 
prepared to consider the behavioral 
aspect of any control-based findings 
identified, resulting in more impactful 
root cause analysis and audit results.

As the behavioral model was leveraged 
year over year, the results were 
compared to identify organization-
wide trends and challenges that 
warranted further scrutiny and 
attention from IA and executive 
management.
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Risk assessments of the past focused 
heavily on interviewing key executives 
within corporate and select business units. 
This often takes a lot of time, and the 
discussions are performed in silos where 
information and insights are not aggregated 
or evaluated across the organization. 

IA risk assessments of the future must 
consider the broader business landscape, 
spanning various functional groups, 
geographies and business units. By breaking 

Information

Why is this critical?
Information is a great 
enabler in the risk 
assessment process; 
however, too much 
information or not enough 
or incomplete information 
can negatively impact 
decisions made in the 
development of the IA 
plan. IA functions are 
continually challenged 
with how they aggregate 
information from multiple 
sources to enable 
greater buy-in and 
stronger alignment of the 
organization’s key risks 
and related audit plan.

Innovation

Impact

Interaction

Insight

Information

Innovation

Internal Audit

Risk Assessment

down these barriers or silos, IA is better 
equipped to respond to the organization’s 
changing risk profile and key risks that are 
often pervasive across the organization. 
Collaborating more effectively and sharing 
information in the risk assessment process 
can be accomplished efficiently and cost-
effectively through the use of emerging 
technologies and collaboration tools. 

Collaboration tools help drive greater 
insight and feedback from a range of people 
across the organization and are more 
timely and cost-effective than traditional 
aggregation methods. 

How does it work?
A virtual collaboration platform is used to 
engage participants in the same room or 
across the globe in the IA risk assessment 
process. Through use of the virtual 
application, participants can perform the 
following activities (among others) in a  
more efficient and effective manner:

• Brainstorming — interactive, real-time 
crowdsourcing activities that engage all 
participants simultaneously to generate 
and categorize ideas relative to the IA risk 
assessment, as well as capture comments 
and questions about specific ideas, 
priorities or risks 

• Polling and voting — voting on key risks, 
issues, challenges and priorities that can 
be customized to conduct prioritized, 
simple and multi-criteria assessments

• Ranking — quickly drag and drop a  
list of ideas, risks, challenges or  
business priorities to rank them in  
order of importance or risk and then 
facilitate voting

• Reporting — real-time reporting to capture 
all session data, including brainstorming 
data and voting results, and generate 
a session report that is available for 
download in multiple formats, including 
Word, Excel and HTML

IA functions leverage specific enablers 
or technologies to facilitate risk ideation 
activities as well as quantitative 
assessments of impact, likelihood, 
velocity and management effectiveness. 
Respondents work together to identify and 
categorize the organization’s key risks, 
leveraging each other’s inputs to narrow 
down and prioritize the key risks. As risks 
are evaluated quantitatively, reporting is 
generated immediately so that users have 
buy-in to the process and IA teams can brief 
executives on session results. 

What do I do to get 
started?
1. Identify the interviewees — work 

with the business to determine a 
set of management personnel that 
should participate in the session; these 
personnel should be experienced and 
knowledgeable about the business, its 
key risks and the organization’s priorities

2. Build out risk categories — leverage 
executive interviews and legacy risk 
assessment procedures to develop a set 
of categories to focus on during the risk 
assessment session 

3. Build and run an online session — 
design, build and run a global, 90-minute 
session (can be less or more) to generate 
and assess risks in real time utilizing input 
from global participants 

4. Leverage the results to build out the 
audit plan — using insights from the  
risk assessment, build out a proposed 
audit plan 
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Situation

The IA team at a global, multibillion-
dollar technology services company 
was challenged to design an approach 
to efficiently gather quantitative and 
qualitative data from “Layer 3” and 
“Layer 4” management. The historical 
process and approach had proven to 
be too isolated to senior executives 
and the risks identified were at a 
macro level and did not enable the 
development of an effective IA plan.   

Success story

Approach

Using a collaboration tool, the IA 
team executed a series of five risk 
assessment sessions over three days 
with more than 100 participants from 
six continents, spanning business units 
and functions. These sessions were 
used to identify, qualify and rank key 
risks and to offer opportunities for 
management to provide other insights 
and perspectives relative to the 
company’s risk profile. 

Key risks and other insights on 
the company’s risk profile were 
immediately available through the 
on-demand reporting functionality, 
and greater insights were shared and 
discussed based upon the aggregation 
of data across multiple functions and 
geographies. While it would have 
taken several weeks for IA to go out 
and interview personnel in each of the 
geographies and locations, the same 
interactions were accomplished in 
three days (at a reduced budget and 
with no travel). 

Value delivered

The insights and supporting 
information gathered through the 
collaboration tool allowed the IA team 
to present results to the CEO and 
CFO, stratified by region and risk type. 
The information from the sessions 
was leveraged to highlight key risks, 
including similarities and differences 
across the company’s regions. 

The CEO considered it an “aha” 
moment as the results implied 
that certain risks (which executive 
management was not focused on) 
were of higher concern to “middle 
management” and presented real 
challenges to the organization’s 
strategic priorities. 

In addition, the qualitative text inputs 
helped identify areas of risk that had 
not been identified (or considered) 
in previous risk assessment activities 
resulting in the development of a  
more value-added IA plan. 
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Insight

Why is this critical?
Unlocking the power 
of quantitative data to 
provide greater insight 
and focus during the IA 
risk assessment is critical 
to delivering increased 
value during this time of 
technological disruption 
and change. IA has 
access to vast amounts of 
information and data and 
is seeking ways to turn 
that data into insight it 
can use for more effective 
decision-making.

Innovation

Impact
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Insight
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Innovation
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Risk Assessment

Data analytics and data visualization 
has been a hot topic for IA functions for 
a number of years. However, many IA 
functions have focused on using analytics 
only during the planning and execution of 
audits. Forward-looking IA functions are 
now leveraging data analytics to provide 
insights during the IA risk assessment 
process as a way to influence the nature of 
the audit plan and scope of specific audits. 

IA functions are also using data 
visualization tools to aid in incorporating 
quantitative elements into the risk 
assessment process through the 
presentation of key performance indicators 
(KPIs), key risk indicators (KRIs) and 
relevant financial, economic operational 
and compliance data. These data sets 
are synthesized and visualized into “risk 
dashboards,” which are then leveraged to 
help IA functions maintain an understanding 
of key performance metrics, changes in the 
business and changes in the risk profile. 

How does it work?
Descriptive analytics involves mining 
historical data to report, visualize and 
understand what has already happened. 
Many IA functions leverage this traditional 
approach to analytics and have not turned 
the corner to leverage predictive or 
prescriptive analytics.

Predictive analytics involves mining 
historical data to report, visualize and 
understand why something happened  
or to predict what will happen in the  
future. Different types of predictive 
analytics include:

• Simulation models

• Predictive modeling of future  
control failures

• Data mining and statistics clustering

• Unstructured text, voice and video 
analytics

Progressive IA functions are beginning to 
introduce prescriptive analytics, thereby 
determining which decision or actions will 
produce the most effective results against 
a specific set of objectives and constraints. 
Tools for prescriptive analytics include 
optimization, business rules automation  
and real-time learning decision models, 
which can be used on a continuous basis  
to identify key risks or red flags. 

What do I do to get 
started?
1. Develop a strategy — Incorporating data 

analytics into the risk assessment process 
can be challenging, and a well thought 
out strategy (or roadmap) is paramount. 
Identify both short-term and long-term 
objectives, as well as barriers that you 
may face and how you will address them. 
One of the key elements of your strategy 
should focus on the identification and 
acquisition of data.

2. Identify quick wins — Start small  
(e.g., analytics for a function, division  
or process vs. an entire business unit) 
and get a few quick wins with the  
data analytics program. For instance, 
identify the one or two divisions or 
processes where descriptive or predictive 
analytics can be deployed and then 
expand from there.

3. Advance the sophistication of your 
program — After getting some quick wins, 
look for ways to further advance the 
sophistication and pervasiveness of your 
use of data analytics (e.g., expansion 
into other business units, increased 
complexity and customization).
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Situation

The IA team at a global industrial 
products company was challenged 
with how to get better insights to drive 
greater efficiency and effectiveness 
with its international audit plan. 
Historically, the IA function visited 
most of the company’s international 
locations at least once every three to 
five years (depending upon the risk 
profile). The chief audit executive 
was looking for a way to improve the 
risk assessment process and use that 
as a measure to drive a more risk-
based approach to the company’s 
international locations.   

Success story

Approach

The IA team developed a strategy and 
approach to perform data analytics 
on several of the core audit areas 
(e.g., sales, revenue, inventory, 
disbursements, fixed assets and 
payroll) as part of the risk assessment 
process. The results feed a “location 
risk profile.” The team leveraged its 
risk assessment interviews and other 
qualitative data, combined with 12 
to 18 months of quantitative data, 
to develop a risk score for each 
international location.

The resulting risk score would dictate 
the nature and extent of substantive  
or controls-based internal audit work 
that the team would perform (e.g.,  
no additional testing, limited testing, 
on-site full testing) in a given year.

Value delivered

The IA team found a more effective 
and efficient way to cover the 
company’s international locations 
while generating greater insight into 
the operations and activities of the 
international locations. The team is 
planning to leverage the three weeks 
saved to redeploy the IA team to 
other higher-risk areas across the 
organization. 



Upside  
risks

Outside  
risks

Downside  
risks

Risks that offer benefits. 
Risks significant to the 
organization’s ability 
to execute its business 
strategy and achieve its 
objectives

Potential for 
innovations to grow 
consumer bases

Increasing market 
share

Acquiring, 
managing and 
deriving value  
from new assets 
and talent

Risks that offer negative 
or positive benefits beyond 
the organization’s control

Actions of existing 
and emerging 
competitors

Geopolitical 
and economic 
megatrends

Demographic and 
environmental 
megatrends

Risks that offer negative 
impacts. Risks an 
organization is focused 
on eliminating, avoiding, 
mitigating or transferring 
in a cost-effective manner

Information 
security and 
cybercrime (also  
an outside risk)

Employee fraud 
and regulatory 
compliance

Enterprise 
resiliency - 
technology and 
business continuity

Adopting a broader risk lens – upside, outside and downside

When implementing the approaches and processes discussed above to disrupt the IA risk assessment process, it is important to take 
a broader view of risk. Not all risks are negative; for example, many of the new innovative technologies drive significant benefit to the 
organization and the reward of taking risk needs to be analyzed. 

To be successful, organizations will need to shift their focus from simply mitigating downside risk to embracing new upside 
opportunities.

Striking this balance requires embedding risk and control into strategic decision making within the front-line businesses and 
multifaceted approaches to the portfolio of risk. 
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Conclusion
When implementing the approaches and processes 
discussed above to disrupt the IA risk assessment 
process, it is important to take a broader view of risk. 
Not all risks are negative; for example, many of the new 
innovative technologies drive significant benefit to the 
organization and the reward of taking risk needs to be 
analyzed. To be successful, organizations will need to 
shift their focus from simply mitigating downside risk to 
embracing new upside opportunities. 

Striking this balance requires embedding risk and 
controls into strategic decision making within the  
front-line businesses and multifaceted approaches to  
the portfolio of risk.

As organizations reflect on their risk assessment process 
and look ahead at the evolving risk landscape, there 
are many opportunities to adapt, evolve and innovate. 
For some IA departments, these will primarily involve 
enhancements to the existing process, wheras other 
IA functions will choose to make more substantial and 
disruptive changes to their risk assessment process and 
related activities. Though these changes may seem like 
an evolutionary process, there are also opportunities for 
“quick wins.”

While the five characteristics of successful risk 
assessments (Innovation, Interaction, Impact, 
Information, Insight) are deeply interrelated, there are 
also opportunities to drive change and improvement 
within individual areas. Depending on your own 
organization’s needs and the current state of your risk 
assessment process, you may choose one or more 
specific areas to focus on in the current year. Leveraging 
the specific steps within the “What do I do to get 
started?” section of this white paper is a great way to 
initiate the transformation you’ve been looking  
to undertake. 

Finally, it is important to remember that no two risk 
assessment processes look exactly the same, nor  
must they continue unchanged for long periods of time. 
The risk assessment process should take into account 
the needs of the organization, and should continue to 
evolve to address the organization’s changing strategic 
direction and priorities, as well as the changing business 
risk landscape. 
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