Our team
Whether facing acts of fraud, regulatory inquiries, breach-of-contract claims or major litigation, organizations can
turn to our multidisciplinary team for assistance. We employ former compliance executives, regulators and law
enforcement officers. They bring insight from careers in investigation, law and criminal justice to help companies
identify, detect and remediate integrity risks.

We coordinate our service delivery across international borders. Our professionals are familiar with local data
protection and privacy rules, state secrecy laws and other regulations affecting cross-border data transfer. Each EY
professional, regardless of location, is trained to adhere to our global standards for handling sensitive data and to
abide by our well-established global methodologies.
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Meeting the needs of a modern investigation

Regulators continue to examine sales practices in financial institutions
Sales practices, as a form of conduct, have recently gained renewed attention as a result of issues in the banking sector. The Office
of the Comptroller of the Currency (OCC) launched its effort to examine sales practices at large and mid-size banks in fall 2016. The
Federal Reserve (Fed), the Consumer Financial Protection Bureau (CFPB) and Financial Industry Regulatory Authority (FINRA) have also
taken enforcement action in multiple areas related to sales practices. The European Banking Authority published its final guidelines on
remuneration policies and practices related to the provision and sale of retail banking products and services in late 2016.

Traditional approaches provide silos of partial intelligence with too many false positives
Traditional approaches have produced high volumes of alerts with high false positive rates. One of the biggest data analysis struggles
is with unstructured data, such as customer complaints. Banks have been lacking the ability to link customer complaints with employee
behavior and sales transactions. As a result, compliance efforts are not sufficiently aligned to risky patterns, behavior, performance and
controls. Many technology offerings are expensive to implement and have high ongoing costs due to resource requirements. Large financial
institutions are saddled with legacy systems following years of merger and acquisition activities that are risky and costly to replace.

Today’s investigations require the collection and analysis of vast amounts of structured and unstructured data. The increasing availability of
digital evidence by volume and variety is advantageous to investigations. But many organizations are not set up to retrieve the data needed
in a fast and effective manner. Investigations often require careful handling of data privacy concerns when allegations cross borders. The
lack of understanding of the data involved can provide further hindrance to the investigation. The delay not only brings noncompliance risk
but can also result in a dramatic increase in the costs of handling regulatory inquiries and litigation.

EY’s investigative framework
EY’s investigative framework focuses on end-to-end capabilities, from planning and scoping to detection, analysis and reporting. We develop custom workflows and build them into the case management tools to streamline inquiries and investigative matters to keep them on
track. Our approach focuses on:
•

High standards — proven procedures for data acquisition, chain of custody, security of exhibits and contemporaneous note-taking practices

•

Precision — insights that are rooted in fact, not based on approximations or generalized assumptions

•

Repeatability — results that can be replicated with consistency

Planning

EY’s next generation banker
surveillance analytics offering
EY’s banker surveillance analytics offering is hosted
on the EY Virtual platform. It is designed to help
eliminate information silos, expand the scope of conduct
risk management and enable unified enterprise risk
management functions. The key to our approach is to
apply analytics to a full array of tightly woven employee,
customer and sales transaction data to identify high-risk
behavioral patterns and trends.

A condensed sample banker surveillance analytics program design
Employee

Customer

Data
sources

•
•

Incentive compensation
Exit interviews

•
•

Complaints
Vulnerable and high risk
customers

Risk
patterns
and trends

•

Comparison of behavioral
metrics to known risk patterns
The correlation between
the timing of sales target
accomplishment and known
high-risk scenarios

•

•

Customers with an abnormal
number of accounts
Accounts opened for
customers outside of the
banker’s region

•

•

►

New accounts that remain
dormant
Spike in early stage closure

•
•

Anomalous transactions
Activity by deceased client

►

Data sources required
Availability of the data sources

►
►

Business rules

Predictive analytics

Text analytics

Entity linking and networks

Criteria and cross-checks for
known high-risk scenarios

Identifying risk patterns
using behavioral analytics
and cognitive learning
techniques

Mine unstructured data and
fuse with structured data to
identify anomalies

Entity resolution and
discovery (collusion, family
ties, etc.)

Expectations of key stakeholders
Workflow and reporting requirements

►

Timelines

►

Alternative approaches

►

►
►

Transaction
risk

Origination
risk

Banker and event
risk scores

Most existing loss prevention software applications use exception-based reporting that
tends to generate high false positives. The technology-centric approach also fails to
take into account the unique delivery model and risk profile of each business. Moreover,
companies’ reliance on reactive, fact-finding investigations prevents them from taking a
proactive and comprehensive approach to mitigate risk.

EY Digital Loss Prevention Services — going beyond exceptionbased reporting

Enabled by EY Virtual Analytics
Infrastructure (EY Virtual)

= Fraudulent transactions

Exception-based reporting

= Fraudulent transactions

Transactions
Transactions
Transactions

= Legitimate
= transactions
Legitimate transactions

= False negative
= False negative

= False negative= Legitimate transactions

= False positive = Fraudulent transactions

= False negative
= False positive

Transactions
Transactions

Transactions

Analytics
Exception-based
and AI-based
reporting
approach

Analytics and AI-based approach

EY Digital Loss
Prevention Services

Making
what’s
possible
into
reality

We always start by assessing the
needs of the organization or a specific
matter to determine the appropriate
mix of analytics and workflow. We have
accumulated libraries of tested and
proven analytics that we can modify
for each engagement. This customized
approach helps our clients leverage
analytics technologies to their maximum
effect.

Drive additional questions

Scalable hosting and processing platform

Pattern matching and link
analysis

Countries with EY presence

Statistical
and predictive analysis

Case management, task
delegation and
integrated data feeds

Forensic labs

Visualization and
risk profiling

Track and incorporate for future use

Advanced security centers

EY forensic data
analytics for legal and
compliance response

Forensic data centers
Managed Document
Review centers

Managing integrity risks
with robotic process
automation
Enabled by EY Virtual Analytics
Infrastructure (EY Virtual)

Fraud detection
and compliance
monitoring

Litigation
support

Document review/
classification

Contract analytics

Robotic process automation (RPA) has been increasingly used in risk
management applications as a new way to drive cost efficiencies, reduce
manual efforts and increase accuracy. RPA technologies are embedded in our
forensic data analytics platform, EY Virtual. We have developed bots within EY
Virtual to automate routine and rules-based tasks. These bots free up humans
from routine activities so the legal and compliance functions can focus their
budget and resources on value-added activities.

EY | Assurance | Tax | Transactions | Advisory

EY Virtual contains AI capabilities
that help power the ecosystem of
applications it hosts.

EY Virtual Analytics Infrastructure
(EY Virtual)

Managing integrity
risks with AI

Managing integrity risks
with robotic process

About EY
EY is a global leader in assurance, tax, transaction and advisory services. The insights and quality services we deliver help build trust and confidence in the capital markets and in
economies the world over. We develop outstanding leaders who team to deliver on our promises to all of our stakeholders. In so doing, we play a critical role in building a better working
world for our people, for our clients and for our communities.
EY refers to the global organization, and may refer to one or more, of the member firms of Ernst & Young Global Limited, each of which is a separate legal entity. Ernst & Young Global
Limited, a UK company limited by guarantee, does not provide services to clients. For more information about our organization, please visit ey.com.

EYG no. 000961-19Gbl
BSC no. 1902-3052677

Time and cost efficiency
Through automation governed by human
intervention, we help clients process
large volumes of data, find relevant
information and produce it quickly, saving
time and money. We also create reusable
knowledge stores with linguistic rules that
may be leveraged in future litigation.

Analytics and AI in
EY Discovery

Access
logs

© 2019 EYGM Limited.
All Rights Reserved.

Customized approach

We help you understand key facts early
in the discovery process, enabling you to
assess legal and regulatory risks and finetune your discovery strategy. This can
result in time and cost savings and also
help organizations effectively anticipate
and mitigate future risks.

Does the data support the analysis?
Are there other ways to look at the data?

About EY Forensic & Integrity Services
Dealing with complex issues of fraud, regulatory compliance and business disputes can detract from efforts to succeed. Better management of fraud risk and compliance exposure is
a critical business priority — no matter the size or industry sector. With approximately 4,500 forensic professionals around the world, we will assemble the right multidisciplinary and
culturally aligned team to work with you and your legal advisors. We work to give you the benefit of our broad sector experience, our deep subject-matter knowledge and the latest
insights from our work worldwide.

Transforming data.
Empowering counsel.

Informed and swift
decision-making

►
►

False positives
Additional data sources that could enrich
the analysis
Competencies of the reviewers
The ability of review rate to support the
key investigative milestones

negative
= False
Fraudulent
transactions not identified

Powered by Virtual Analytics Infrastructure (EY Virtual), EY Digital Loss Prevention Services
has the flexibility to be deployed on premises or via cloud, the scalability to be implemented
in multiple locations, and the ability to integrate with ERP systems, point of sales (POS)
systems, inventory, payroll, case management tools and data management applications.

As businesses change the way they share and store information, digital forensics and data discovery
procedures must also evolve to create meaningful relationships from within and across voluminous
and varied data sets. At EY, we help organizations meet these challenges by bringing clarity and
efficiency to every stage of the discovery process.

Attorney-driven computing

Calculation reconciliations

Abnormal customer account activities

►
►

= False positive

positive
= False
Transactions
= False falsely
positiveidentified as fraudulent

Analytics and AI
in EY Discovery

By incorporating the professional
judgment of counsel, we enable partial
automation of the review process. Using
visualization tools, we provide interactive
dashboards to allow counsel to refine
analytics in a user-friendly environment.

Investigation
and regulatory
response

= Legitimate transactions

EY Data Integrity
Services

Investigative analytics

Analytics and AI-based approach

transactions
= Fraudulent
Fraudulent
transactions
= Fraudulent
transactions

= Legitimate
Legitimatetransactions
transactions

EY Virtual

Text mining,
natural language
processing and
advanced search

Internal
metrics

Transactions

The next-generation forensic data
analytics platform integrating human and
machine intelligence

Examples of where AI technologies are used in applications supported by EY Virtual

Illustrative
comparison Analytics
between the
approaches
Exception-based
reporting
andtwo
AI-based
approach
Exception-based reporting
Analytics and AI-based approach
Exception-based reporting

Structured
analytics and
statistical
analysis

Payments

Digital transformation, driven by advanced technologies such as AI, is game changing for risk
management. AI brings not only operational and cost efficiencies, it offers business and risk insights with
faster speed and better accuracy than ever before. AI is an integral technology feature of EY Virtual. AI
technologies, particularly machine learning, are built into the EY Virtual platform and also a wide variety
of applications EY Virtual supports.

Capitalizing on its decades of fraud investigation experience, EY works with businesses to
develop loss prevention programs that focus on proactive continuous monitoring by using
advanced data analytics and artificial intelligence (AI) technologies such as machine learning.

Transactions
Transactions
Transactions

EY Virtual Analytics
Infrastructure
(EY Virtual)

Vulnerable
client risk

Managing integrity
risks with AI

Enriched by human mind. Enabled by EY
Virtual Analytics Infrastructure.

Traditional loss prevention approach has not been effective

Conduct
risk

Automated
decisions

EY forensic data
analytics for integrated
banker surveillance

EY Digital Loss
Prevention Services

Employee theft costs businesses
a significant amount of money
every year. The US National
Retail Federation’s 2017 National
Retail Security Survey projected
that employee theft would
result in an overall loss of more
than US$14b in 2017. The US
National Restaurant Association
estimated that employee theft
costs its members 4% of overall
food sales on an annual basis.

Relationship
risk

Risk
policies

Structured and
unstructured
data
Emails

Investigative approach
Regulatory and legal impacts

►
►

Sample analytics considerations:

Account activity
risk

Are regulators and litigants
better at analytics than you?

Nature of the matter and allegations
Existing data from similar matters

►
►

►

If an employee goes rogue,
how will you know?

Detection and analysis

Sample scoping considerations:

Transaction

•

ED None

Global Forensic Data
Analytics Survey 2018

This material has been prepared for general informational purposes only and is not intended to be relied upon as accounting, tax or other professional advice. Please refer to your advisors for specific advice.

ey.com

EY Virtual
Analytics
Infrastructure
(EY Virtual)
The next-generation digital platform
integrating human and machine
intelligence

Principal elements

Interactive
dashboard and
reporting

• Pre-developed algorithms and applications
to serve a wide range of sector-specific risk
management needs
• Robotic process automation (RPA) bots
that automate routine and rules-based
tasks
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Conduct risk
management

Application
layer

Compliance
monitoring

Machine
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Link
analysis

Social
media
analytics

Behavioral
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Voice
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• EY cloud: Source data is hosted on our secure network with
single and multiuser cloud options. We offer scalability and 24x7
availability via our global technology infrastructure.
• Enterprise deployment: All data traffic is maintained within the
client network, without any outside access.
• Client cloud: We can integrate with many of the most common
and popular cloud technologies.
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Multiple deployment options:

Sample technologies

High-performance
Hadoop
environment

EY Virtual
data lake
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• Supporting phased implementation for better
cost visibility and control
• Modular design to increase the reusability of
intellectual properties thus saving development
time and costs
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Security
by design

Secure web-based
user portal

Sample applications
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Interoperability
and flexibility

Collaboration

Risk alerts
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• Segregated development space
and secure cloud deployment
• Using data anonymization
technologies coupled with
innovative workflow designs
to manage compliance risks in
cross-border data transfer
• Emphasis on privacy compliance in
how data is sourced, analyzed and
presented
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• Multiple deployment and data
hosting options

Case
management

Robust case management capabilities
EY Virtual enhances case
management tools with
visualization, real-time
interaction and seamless
integration with workflow tools.
Decision-makers can
gain a consolidated view of
risk alerts displayed along a
common time dimension. We
also supplement risk alerts with
contextual market data
and external intelligence feed,
when needed.

k

• Seamless integration with many
commonly used ERP platforms,
case management tools and data
management applications

• Robust front-office case
management and reporting
capabilities
• Efficient back-office support
via innovative workflow
designs and automation
technologies

EY is named as a leader in the
“Gartner Magic Quadrant for
Data and Analytics Service
Providers 2021”.

Architectural design

Application ecosystem

y

Machine learning combined with human review
Machines learn through an ongoing, closed-loop feedback process by
leveraging knowledge gained from investigations and feedback from
human review. Applications run on EY Virtual routinely fine-tune the
algorithms used in identifying potential risk indicators.

Internal data

Data connectors and aggregators

past incidents,
violations and
sanctions

Near-real time

Sample data feeds

Algorithms

Employee

Financial

Technology

Physical assets

• Compensation

• Purchase
orders

• Data transfer
activities

• Yammer

• Point of sales

• Network
access

• Facebook

• T&E
• HR

• Sales
transactions

• Software use
• Access logs

• LinkedIn

Electronic
communications
• Email

External data

Summary
reports

market intelligence,
past incidents
at peer companies

Automated
actions

Scoring

Key features
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EY Virtual is a
microservices-based
AI and forensic data
analytics platform
available via cloud
or on premises.
It supports risk
management
and investigative
activities by
providing actionable
insights within a
secure, efficient and
scalable technology
environment.

Human
review

Mitigation

• Instant messages

High-risk alerts

• Twitter
• Instagram
Descriptive

Outcome

Investigation
Diagnostic

External triggers

