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Executive summary

The response by many governments to the Embedding these new technologies, operating have the digital skills and mindset to adapt to
COVID-19 pandemic has demonstrated a models, behaviors and mindsets as standard new working practices and embrace a more
previously untapped ability to innovate and practice will lead to a step change in digital experimental culture.
deliver at speed when the urgency and maturity and better outcomes for citizens in
political support is present. AmIimjl& :ml k][mjaf_ dgf_%l]je z]fj@Hoayiedge and resources of the wider
require concerted action from three different ecosystem, including start-ups, small
Public sector organizations, which for years had groups: the center of government; individual and medium-sized enterprises (SMEs),
lagged behind the private sector in exploiting agencies, departments and local government; entrepreneurs, academia, civil society and
new technologies, had an abrupt awakening as and the wider societal ecosystem. citizens themselves, must be harnessed in
they found themselves having to control the gj\lj 1g Of\ affgnYlan] \a_alYd kgdmla
spread of COVID-19, shift their employees to The center of government must create the public policy challenges. Since budgets will be
jlegl] ogjcaf_$ Of\ YdI]jfYlan] oY géndiging erwindiment for a thriving digital even more constrained post-pandemic, these
kljina[lk$ Yf\ Y\eafakl]j dYj_]%Kk[Y ddoddimyffar edmple, by building high-speed, hYjlfljk’ahk oadd Z] ]kk]flaYd Ig "]dh
kmhhgjl Ig c]]h [alar]fk Yf\ Zmka f]ickdlile drid goblét infrastructure, and by government’s capacity for service improvement.
enacting new legislation that will safeguard
Many organizations rose to the challenge, citizens’ rights and protect against risks. We cannot take it for granted that new ways of
drawing on a wide range of technologies, working will naturally continue after the crisis
~Njge egZad] Yhhk Ig \jgflk Yf\ YjlalGdidadud agencies, departments and local has passed; rather, they will need deliberate
intelligence (Al), to serve their societies. governments must become more agile and nurturing and investment. Governments must
The vital importance of digital transformation user-centric by focusing on designing better Of\ 1] 1fli_q Yf\ \]l]jeafYlagf Ig kmklY
has been writ large, as has the pivotal role [alar]f ]ph]ja]f[]lk Yf\ Zmad\af_ O] plangd béyond the extraordinary circumstances
of an effective, inclusive and accountable architecture to facilitate data sharing and that the pandemic has created and ensure their
government. analytics. And they must ensure their staff hard-won progress doesn’t go to waste.
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Introduction

The COVID-19 pandemic has proved to be the
biggest global disruptor to people’s lives since
the end of World War Il. In the space of just a
few months, the crisis altered our expectations
and behaviors, catalyzing changes in the way
we work, play, shop and interact.

The impact on governments has been profound.
Very few were well prepared to deal with

the challenges created by this kind of an
emergency. During a decade of austerity,

most governments failed to invest in preparing
for global shocks, which they regarded as
low-probability, high-impact occurrences. And
many were slow to embrace the kind of data
and technology that is ubiquitous in the private
sector, despite the fact that these technologies
had enormous potential to transform a
government’s ways of working, the services

it delivers to citizens, and its ability to predict
and manage crises. Some commentators were
even beginning to question the relevance of the
public sector in the 21st century.

The COVID-19 crisis served as a wake-up call to
governments that had placed too much focus
on daily operational needs at the expense of
digital transformation. With populations relying
heavily on public services, those governments
suddenly had to play a far more pervasive role
in everyday life — both to protect health and

to support individuals and businesses facing

technology, and to adopt new operating

models. They seized the opportunity to stress
test new digital solutions, many of which draw
on “human augmentation” technologies such as
Al, machine learning, robotics, blockchain,
virtual reality and the internet of things (loT).

This sudden acceleration has led to many

e New operating models are emerging, many
of which harness the power of digital tools to

1fYzd] jlegl] ogjcaf_$ af[j]Yk] ]*OJa

and improve the citizen experience.

e Governments have a more experimental
“can-do” attitude and are able to make rapid,
evidence-based policy decisions through

OfYflaYd \a”rO[mdla]k& L][ fgdg_qd%k %}jie Z1f101k ~gj _gn]ljfelflk Yf\ better use of data and analytics.

central to their responses. Many governments
developed and implemented new digital
solutions and service delivery models that
were previously seen as too challenging,
sometimes in a matter of days.

The result was a dramatic acceleration in digital
service delivery and interactions with citizens
across many areas of government, from health
care and social services to education, justice,
taxation and political decision-making. Under
extreme pressure, many public departments or
agencies demonstrated an extraordinary ability

citizens, beyond the immediate crisis response:

Government leaders have gained a
deeper understanding of the role digital
technologies can play in improving service
delivery and ways of working. The political
will is now there to push forward rapid
organizational transformation.

Organizational silos are being broken down,
and some services fundamentally reformed,
now that the interdependency of needs and
services has become apparent.

lg affgnYl]$ Ig Z] Olpazd] Yf\ Y_ad] af \]lhdgqgaf_

e Collaborations are springing up between the
private, public and voluntary sectors, and
with citizens, to tackle deep-seated problems
and develop imaginative solutions.

Not all agencies have taken the chance to
change and, for most, challenges undeniably
remain. Many agencies are still late in
transforming their operating model to focus
on citizen value and exploit new digital
technologies. And for those who have moved
forward, inclusive digital transformation may
still be an issue: for example, for some of the
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most vulnerable groups in society and those Figure 1. Percentage of citizens who think the COVID-19 pandemic will lead to greater use of technology in their daily lives in the future
living in remote areas may still have limited than if the pandemic had never happened

access to technologies. But governments and
@ @ 69%

societies now seem to be on an unstoppable
path toward even greater digital adoption. The
EY Connected Citizen survey? reveals that the
majority of people anticipate making more use
of technology in their daily lives than if the
pandemic had not happened (Figure 1).
South Africa Malaysia India Mexico

]
us Australia Brazil

Japan Germany France
@ 71-80% @ 61-70% @ 51-60% ® 41-50%

1lpsos MORI conducted online interviews with 12,100 participants across 12 countries globally between July and September 2020. Quotas were set by age, gender, region and working

Source: EY Connected Citizen Survey 2020, EYGM Limited 2020.
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status in order to achieve a representative sample in each country. Data has been weighted to account for any shortfall in quotas. Additional weights by education have also been applied.
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And they expect this technology to improve
many aspects of their lives (Figure 2). These
citizens will become ever more demanding of
digital public services, which currently lag behind
other sectors, such as online banking and retail,
in improving the customer experience.

How health and human service
organizations have harnessed
digital technology in their crisis
response

In September 2020, the UK market

in six countries on behalf of Imperial
College London and the EY organization.
The survey revealed that almost two-
thirds of respondents have increased
their use of digital and data solutions in
response to COVID-19, with a doubling in

jlk1Yj[* Oje Qgm?gn [gf\m[I]\ Y kmjr@
of health and human service providers

Figure 2. Percentage of citizens who think technology will change, for the better, the way they conduct different tasks

The way | bank The way | shop

The way that children
are educated

The way |
entertain myself

'] \]hdgge]fl g~ kh][aO[ Iggdk km[® @

video consultations and patient portals.
The majority of respondents reported
that these solutions have increased the
productivity of staff, improved access to
care, and delivered better outcomes for
patients and service users.

The way | socialize
with friends and family

The way | exercise

@®61-70% ® 51-60% 41-50%

Source: EY Connected Citizen Survey 2020, EYGM Limited 2020.

64%

The health care
services | use from
doctors or hospitals

The way | work/study

The way | travel

The services | use from
government or other
public services

The way | maintain my
mental well-being
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The recent crisis will not see whole
governments leap to higher levels of digital
maturity overnight. Indeed, public perceptions
of their government’s effectiveness in using
digital technology during the pandemic varies
from country to country (Figure 3). But the
crisis has at least demonstrated what is
possible when the will is there. It is vital that
governments do not slip back into their old
ways once the immediate crisis has passed
and, instead, concentrate on embedding new
practices and ensuring that all their citizens
have equal access to services.

Figure 3. How effective or ineffective do you think the government and public services have been in using digital technology to respond to the
COVID-19 pandemic?

8% 6" 11% 14%
50% 36*
%
65% 47
Australia Brazil France Germany
2%@ 11% 3%@ 5%
29% 42%
80" 88"
India Japan Malaysia Mexico
9% 10% 7
56% 39%
46" 52"
South Africa UK us All countries
. Ineffective Effective Don’t know Source: EY Connected Citizen Survey 2020, EYGM Limited 20202,

2|psos MORI conducted online interviews with 12,100 participants across 12 countries globally between July 2020 and September 2020. Quotas were set by age, gender, region and working
status in order to achieve a representative sample in each country. Data has been weighted to account for any shortfall in quotas. Additional weights by education have also been applied.
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In this paper, we explore how governments can
maintain the momentum for change, highlighting
examples of those that are leading the charge.

We can offer recommendations on how to capture
1] oa\]j Z]f]OIk I'Yl \a_alYd ljYfkrgjeYlagf [Yf
bring to people and society over the long term by
harnessing the efforts of three different groups
that have a critical role to play:

e The center of government, in developing the
infrastructure and enabling conditions for
digital transformation at a national level

TR RRERL. vy

e Individual departments, agencies and local I:"'1 i'*
governments, in driving transformation ’ : - = el |
within their own organizations, from senior . N O e el Th'l.h‘:iiﬁi.ﬂlﬂ'.’.'. :r-gl ' ELJ = .
leaders to frontline employees, and through - -y
collaboration with other agencies ‘ ‘
« The wider societal ecosystem, including The big risk is that we go back to normal without learning
start-ups, SMEs, academic institutions, Civil from the pandemic. Successful governments will be those
society and citizens themselves, in helping that fi t . t with t thei
_gnljfe]fik Of\ Yf\ \]dan]j affgn at contnue .o.experlmen with new ways 10 serve tneir
solutions to public policy challenges 21st-century citizens.
The combined power of these groups coming Arnauld Bertrand
together will achieve not simply government EY Global Government and Infrastructure Consulting Leader and Innovation &
transformation but rather a wider societal Digital Services Leader

transformation that delivers better
outcomes for all.
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Part 1

The role of the
center of government

The center of government must create the enabling
environment for a thriving digital economy — the right
infrastructure, policies, regulations, technology platforms,
etc. — while also supporting individual government
departments with their own transformation efforts.



The center of government has four core roles to
play:

1. Creating digital infrastructure
and fostering inclusion

To promote the development of the digital state,
governments will look to invest in and regulate
for the creation of high-speed, reliable and
robust digital infrastructure. Advanced telecom
networks — including enhanced 4G and 5G mobile
networks — and data centers are the foundation
of the digital economy. 5G networks provide

the connectivity that will transform the lives of
billions of citizens and are already available in
nearly 400 cities across 34 countries. By 2026,
5G is expected to cover 60 percent of the world’s
population.

Given the high development costs, government
agencies are increasingl y teaming up with
private partners to put this infrastructure in
place. The COVID-19 pandemic has heightened
the need for this investment. In the short term,
it has sharply increased demand for high-
speed, resilient telecom networks to provide the
connectivity for remote working and learning,
e-commerce and service delivery, with some

operators experiencing as much as a 60%

L] mjZYf%jmjYd \ana\] “Yk afl]fkad]\

af[jlYk] af afl]jf]l 1jY~O]I. Inthe long terthe COVID-19 outbreak, with a massive shift in

digital infrastructure will play a critical role in
a country’s economic recovery and success in
building resilience to future shocks.

Saudi Arabia was better prepared for the

broadband usage toward suburban and rural
areas, where people are now working, and
children learning, from their homes. Even within
high-income countries, some groups, such as
those in low-income neighborhoods or remote

[jakak I'Yf eYfq$ “Ynaf_ afn]kI]\ kagitad b fddrer access to broadband

in its digital infrastructure, including mobile
broadband and 5G networks, as part of its
Vision 2030 strategy. The country adopted a
number of measures to help maintain continuity
of business and government services through
the pandemic, including increased mobile
internet speeds and data capacity. Its online
government portal maintained reliable access to
over 900 services, despite the massive surge in
afl]jf]l 1jy~O[&

Digital networks must support the universal
provision of digital services by addressing

often stark urban-rural and economic divides.
While the number of internet users worldwide

is growing every yeatr, half the globe is still not
connected. The use is disproportionally greater
in high-income areas than in low- and middle-
income areas (82% penetration in Europe versus
28% in Africa).

signals and smart phones. And the closure of

cafés, restaurants and libraries during lockdown
hampered those who rely on free or low-cost

public Wi-Fi to perform basic online tasks

related to schooling, employment, housing and
Z1f101k& L] aehY][l gf eYfq [alar]fkl d
ka_faO[Yfl2 ~gj ]pYehd]$ lessthan a quarte
students in low-income countries had access to

remote learning during the lockdown.

Improving connectivity is therefore an

important priority for governments as they

seek to ensure equality of opportunity. In Israel,

the Government allocated resources to buy
computers for deprived children and established
afundtoextend OZ]j%ghla[ I1][ fgdg_ qto
all parts of the country. The UK Government
agreed with telecom companies to lift data caps

on broadband plans, waive or defer unpaid
broadband bills during the crisis, and offer

Will Governments return to the past or nurture a digital future? 11



lower-cost mobile and landline packages to
keep more people connected.

Other governments have sought to broaden
access to public Wi-Fi: for example, some

US districts have equipped buses with
solar-powered routers and parked them in
underserved neighborhoods. In India, as more

people work and study online due to COVID-19,

the Kerala Government is to provide extra 5G
bandwidth, with free access across the state.

Even as improvements are made to digital
infrastructure and digital literacy, further steps
may be needed to ensure citizens everywhere
have access to the same quality of public
services. Governments will need to provide
omnichannel access through both online and

g”Oaf] kljna[lk g~Oaf] ['Yffldk eYq af

mobile units, community centers and call
centers that operate in conjunction with online
channels). For example, in October 2020, the
French Government launched a network of
856 one-stop branches in mainland France and
overseas territories under the brand France
Services, allowing citizens to call in to their
local branch to get expert support in accessing
a range of public services. More will be opened
in due course.

Improving digital literacy is another important
priority as governments seek to develop

digital services. The Scottish Government, for

example, launched Connecting Scotland as part

of its COVID-19 response, providing internet
access, training and support, and a laptop or
tablet to 9,000 people who were not already
online and considered at high clinical risk.

2. Driving whole-of-government
transformation and collaboration

Many of today’s front-runners in digital
government embarked on their transformation
journeys because their leaders linked the
changes to an urgent national reform agenda,
sustainable development plans or the need for
;Lenma\ tructural change.

Most central governments have now developed
a national digital strategy, often aligned with
their national development strategy. These
strategies help to ensure that individual
departments invest in government-wide
outcomes and promote interdepartmental and
government-wide collaboration, rather than
siloed solutions. The most digitally advanced
countries also emphasize e-participation;

Estonia’s transformation to a digital state
[alar]fk]l kcaddk Yf\ [gfO\]f[] af afl]jY[laf

oal”
Estonia’s transformation started with a group

of reform-minded government leaders on a
mission to improve the lives of its citizens. Its
advanced digital infrastructure and culture
meant that all government functions could
operate as normal online when the COVID-19
crisis hit. e-Cabinet meetings had been
running since the early 2000s, so government
business could continue as normal. All
educational materials were digitized by 2020,
so there was a seamless shift to teaching and
learning online. Patient health records are also
digitized, and doctors have access to these, so

Malta’s Al transformation

The Government of Malta introduced a
pioneering national Al strategy with the help
of EY. The strategy positions Malta as the
Ultimate Al Launchpad for local and foreign
companies to develop, prototype, test and
then scale Al solutions. The program will
create use cases and prototypes for Al to be
incorporated across each area of government
and the public administration. Six pilot projects

were able to identify those most at risk from
COVID-19. Automated registries automatically
share information across departments,
enabling people to apply for and receive social
k][mjalg z]f]Olk \a_alYyddqg& EYjI]f CY]r
Digital Adviser, Estonian Government, said:
“We have been preparing for this kind of

a crisis for the last 25 years. Estonia did

not need to radically change anything, as

our infrastructure and processes had been
digitized for a while. Estonia was one of the
few countries in the world whose government
functions could remain entirely intact.”

management, healthcare, education, customer

service, tourism and energy management.

The program will also identify private

k1[lgj af\mkljalk I"YI [Yf Z]f]O1 ~jge flo
technologies and explore policies to stimulate

Al investment and adoption, strengthening

the education system to attract Al researchers

and equip all higher education students with Al
kcaddk$ Yk o]dd Yk [j]lYlaf_ Y fYlagfyd

‘Yn] Z]]f afalaYI]\ khYffaf_ afl]ddafrafehofk for ethical and trustworthy Al.
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\a_alYd af[dmkagf3 \a_alYd% O jkl%entralalgitdl%rity &vdid teprddivn approaches

and digital-by-design principles; and the
“tell us once” data principle. Increasingly,

and rely instead on collaborative working.
Some units secure buy-in by involving other

I"'1g Yj] \Inldghaf_ kh][aO[ kljYI]_ ajrganizations in the design of the strategy or

focused on new technologies, such as Al,
blockchain and data analytics.

Many countries have created a central digital
service or transformation agency, often led by
Y [Ta]” afrgjeYlagf grO[]j
9" O[lj
and implementation efforts across the whole
of the government. These entities coordinate
strategy, promote cross-agency collaboration
and support digital capability building. In
some cases, they send teams into different
departments to help with the change process
and spread innovative ways of working.

Often, these central government digital units
have no mandate over other organizations
(such as individual government departments,
public service agencies or local governments),
which can impede the implementation of the
national strategy. Strong direction and support
from political leaders are needed. But many

by creating a network of champions to help
implement the strategy. In Spain, for example,
Red.es, the agency responsible for driving the
national digital agenda, launched its Connected
Schools program to bring super-fast broadband

yAG! gjtd serdbls atvk\designed and implemented
;<G!$ Ig kKh]Yj TY\ I']aj \a_ @ikl theXinvbiement of various departments,

including the ministries of education and
science, as well as the regional governments
that manage most education services. Similarly,
in New Zealand, the Digital Government
Partnership comprises around 60 agency

chief executives and senior directors who
oversee the development of digital policies,
tools and major projects.

As we move more rapidly to a connected world,
the center of government must consider how
to address the evolving cybersecurity threats
that are transforming the risk environment.

At a time when we increasingly rely on digital
infrastructure for the sharing and storage of

data and the delivery of public services, attacks
by state and non-state actors have heightened
the vulnerability of those same assets. The
pandemic has also raised cybersecurity

risks, including email phishing attempts by
impersonating governmental public health
authorities, and malware websites mimicking

g”rO[aYd ;GNA<%)1%j]JdYI]\ [geemfa[Y

This threat has not gone unnoticed by
governments around the world. In 2018,

for example, the US Federal Government
published the National Cyber Strategy and
created the Cybersecurity and Infrastructure
Security Agency, responsible for coordinating
cybersecurity across the country. As

many governments are realizing, trustin
infrastructure, both physical and digital, is
critical to nationhood, and steps must be taken
to secure it. It is impossible for governments to
prevent every attack; rather, the focus should
be on prioritizing the risks relating to key assets
and taking action accordingly. Governments
need to embed cybersecurity from the
beginning and at every stage: strategy, design
and operations. They should also collaborate

Will Governments return to the past or nurture a digital future? 13



with other stakeholders, including the private been essential during the COVID-19 crisis as Y\ gl]j 21f]O1k& <a~”]j]fl [gmfljalk \]

sector, to develop a robust cybersecurity governments have endeavored to get billions different credentials to authenticate individuals,

policy framework and a secure ecosystem. g” \gddYjk g OfYf[laYd kmhhgjl afihgludifg avuhigueld number (India), a mobile
struggling individuals and small businesses. In ID (the UAE, Finland and Estonia), an e-ID card

3. Facilitating seamless digital Pakistan, the Government launched the Ehsaas  (Spain and Portugal) and a digital identity

access to services Emergency Cash Program within just 10 days [1i1aO[YI] 'Yl ]fYZd]k hYjlalk Ig ka_f

of lockdown. Citizens were able to apply for documents electronically (Denmark). The

The center of government plays a crucial emergency cash transfers (made available to sophistication of ID systems is constantly

role in breaking down silos and achieving 12 million households) directly from their evolving as new technologies, regulations and

interoperability of different systems, databases = mobile phones. And the Canada Revenue standards come into play. The Government of

and registers to provide one-stop access to Agency was able to process over 3.5 million Singapore, for example, has launched a facial

public services. Common IT platforms can mflehdgqge]fl Z]1f]Ol Yhhda[Ylagfk afljlap[Ylagf kgkl]le 1'YI [gfOjek [alar]fl

be slotted into the services of any agency, Ojkl o]lc YAITj I'] dYmf[> g~ I'] ;Y fidémtities in seconds, with access via dedicated

offering a range of applications, such as =e]j_1f[q Jlkhgfk] :1f1O1 hjg_jY e & Tpublic booths or on personal mobiles, tablets

identity management, payments, messaging whole application and approval processes were and computers.

Yf\ fglaO[Ylagfk& <]feYjc$ ~gj 1p Yadiskd, adkapplicants were able to receive

created a central digital infrastructure that 1] z1f101k \aj][ldq aflg |']aj zYfc YAsnatenal digital ID systems are rolled out,

all agencies and municipalities can use. It has it is essential for governments to communicate

several platforms, including NemLog-in (a single  Governments must also create the means for [d]Yjdqg oal® [alar]fk YZgml Z]f]O1k$ Y

sign-on solution), borger.dk (a one-stop portal citizens to access services through secure address any concerns around privacy and

for citizens to access public services), virk.dk \a_alYd mk]j a\]flaO[Ylagf Yf\ Y m IseduriyYThe ¥ Connected Citizen survey

(a business portal), NemKonto (for collecting systems. All the leading e-government countries shows that the majority of citizens in many

payments) and Digital Post (for secure email). have created such systems, underpinned by a of the countries surveyed are comfortable

legal and regulatory framework that establishes  with having a single digital ID, but more could
Many other governments have been introducing  rules, standards and guidelines. Many countries  be done to gain people’s buy-in in France,

digital payment systems, working with banks recorded an increase in the use of digital IDs Germany, the US and Japan.
gj I]d][ge [gehYfalk Ig eYfY_] "md4nd digitdllsignatures during the pandemic,
of requests through e-payments. These have due to spikes in applications for unemployment

Will Governments return to the past or nurture a digital future? 14



Figure 4. How comfortable are you with having a single digital ID for every time you use a government service, that includes your details and the

history of government service use?

UAE

India South Africa
@
UK

Australia Brazil
France

us

Germany
@180 @61-70n @51-60% @ 41-50% @ 31-40%

Source: EY Connected Citizen Survey 2020, EYGM Limited 2020.

Malaysia

Mexico

Japan

4. Setting and enforcing policies,
regulations and standards

As new technologies start to permeate all
aspects of people’s lives, governments have a
core responsibility to safeguard citizens’ basic
rights, ensure fairness and protect against risks.

The center of government must set and

enforce appropriate laws, regulations, policies,
guidelines and standards that allow innovation

lg Ogmjak'$ o ad] eYfY_af_ hgl]flayd
in the deployment and application of

technologies. Such frameworks are critical

to enabling digital identity management and
authentication, simplifying transactions,

governing access to data, facilitating data

sharing, and protecting data privacy and

security. For example, re-engineering

ZY[c%g~rO[] Zmkaf]lkk hjg[lkk]k Ig hjgn
personalized services online may call for

an electronic signature policy, as well as

new regulations on how agencies handle

private data provided by individuals as

part of those transactions.

Interoperability standards are critical for
enabling the seamless exchange of data across
different systems. The Australian Government

Will Governments return to the past or nurture a digital future? 15



How regulatory reform enabled
transformation in Biscay

In Spain, Biscay'’s provincial government
set up the BiscayTIK portal as a shared
online platform for 108 municipalities
to deliver their services online. The
project raised a myriad of complex legal
issues that required new regulations:
for example, to permit certain types

of services to be transacted online or
determine when and how to use an
electronic signature. Laws relating to
areas such as privacy, transparency,
public contracting and accounting had
to be written or amended. The resulting
platform delivers services online to more
than 1.2 million citizens.

passed legislation in 2018 on data governance,
making it mandatory for all government
agencies to use open standards. Meanwhile,
Ireland’s Data Sharing and Governance Act
2019 lays out guidelines and policies governing
the format, management, retention and
security of data. Some governments have
established interoperability standards for

has developed an “algorithm charter” to
protect against Al discrimination and biases.

It requires agencies to publish information
about how data is collected and stored, and
use tools and processes to ensure that privacy,
ethics and human rights considerations are
integrated as part of algorithm development
and procurement; it also includes a pledge to

expertise, rather than relying on stakeholders
with outside interests. And there will need to be
a move away from individual regulatory action
toward a more collaborative, coordinated and
systematic approach: for example, working
with businesses to adopt ethical standards in
the design of Al systems.

kh][a®[ hdYIrgjek$ km[ Yk hYqge]flpkakihék&o ka faO[Yfl \[[akagfk \Gpvexamgntsimust include public engagement

In Kenya, for instance, the National Payment
System Act requires all service providers to use
systems that can work with other domestic

and international payment systems.

Governments are also instituting legal and
policy frameworks that give people a level of
active control over their data and the right to
know what is being done with it. In Estonia, the
right to the protection of personal data and the
right to public information have been written
into the constitution. Estonians can choose
how to share information with government
bodies and see exactly which public servants
are using their data and for what purpose,
through citizens’ data dashboards.

The regulatory environment must also build
trust in rapidly evolving new technologies.
The New Zealand Government, for example,

by algorithms. Organizations that embrace
these good practices in ethical design and
governance will be well equipped to mitigate
risks, safeguard against harmful outcomes and,
most importantly, build the trust that is needed

in their regulation-setting activities, given

the ethical issues surrounding the use of
algorithms in political decision-making and
targeting of services. Building partnerships with
international regulators to achieve common

lg eYpaear] I'] hgl]flayd z]f]Olk gﬁtamqmlgcouldalsobeausefulstrategy.

While developers of Al cannot predict exactly
how these tools will learn and evolve, regulators
need to consider questions such as who is
liable in the case of an accident involving

an autonomous vehicle, and how medical
negligence laws will apply to wrong clinical
diagnoses made using Al. Smart and agile
regulatory practices will be needed to address
such issues. Government regulators will need
to be educated about the potential of emerging
technologies and the possible trade-offs, using
foresight methods to identify possible futures.
They will need to build their own technical

Furthermore, governments must be ready to
adapt regulation, when needed, to take account
of changing circumstances. In response to
COVID-19, there has been a total revamping

of regulations in health testing, education

[1jla®[Ylagfk Yf\ \YIY hjanY[q& L] f]]\

greater testing and monitoring of the population
for signs of disease transmission was used to
justify greater surveillance powers for many
governments as they rolled out test-and-trace
systems. In the US, Congress changed provisions
to allow the use of telemedicine services

Agj Ydd E]\a[Y]j] Z]f]O[aYja]lk& 9f\ Yk h

Will Governments return to the past or nurture a digital future? 16



sector employees rapidly shifted to remote
working during the pandemic, governments
adapted regulations to accommodate new
working arrangements: for example, the Indian
Government developed a draft framework and

a new set of standard operating procedures to
ensure seamless functioning as public employees
worked from home.

5. Securing the right knowledge
and talent

Central governments have an important

role in promoting knowledge-sharing across
government departments, both nationally and
internationally. The Digital Nations (formerly

D9 group of nations) — the UK, Estonia, South
Korea, Israel, New Zealand, Canada, Uruguay,
Mexico and Portugal — meets regularly to
disseminate best practice and develop solutions
to common stumbling blocks. Estonia is planning
to establish a Global Digital Society Fund to
export its e-governance solutions on a global
scale. And the UK’s Government Digital Service
and Singapore’s GovTech Agency have signed an
agreement to strengthen collaboration between
the agencies to improve the design and delivery
of digital government services.

High-performing governments recognize

the need to develop their workforce’s digital
skills and capabilities in order to capitalize on
the potential of technological advances. In

the UK, the Topol Review explored how new
technologies are likely to change the roles and
functions of National Health Service workers
over the next two decades, and what the
implications are for their education, training
and development.

New digital training academies and centers

of excellence are helping to build specialist
technical skills (such as software development
and systems architecture), as well as the skills
that support transformation (such as data
science, systems design, digital marketing,
agile methodologies and user experience
research). Sometimes, this is done in
partnership with universities and

private businesses.

Exchange programs between the public and
private sector present another way to build
government capability. Allowing people to move

part of Australia’s national science agency, is
helping create an ecosystem of data talent,
through placements of public sector employees
in the private sector. In the US, the Presidential
Innovation Fellows program pairs innovators in
government with their counterparts from the

by ramping up their recruitment

and talent management capabilities: for
example, developing forecasting capacities

to predict what skills might be needed in the
future. Staff management practices must also
change — both to help digital professionals

hjanYl] k][lgj$ fgfhjgOlk Yf\ Y[Y\]eaap&to working in the unique environment of

In future, every public servant will need

a baseline level of digital literacy. The UK’s
Digital Academy has trained 10,000 civil
servants in digital skills since it was formed in
2014. And the Nepalese Government launched
the Data Literacy Program, which aims to drive
stronger data-driven decision-making across the
workforce. Its 100-hour, customizable training
course supports both technical skills-building
and a culture of data use among Nepalese

civil servants. Programs such as these help

to raise the status of digital and data literacy

in government.

The public sector faces challenges in attracting
and retaining staff with the right skills, given
that it must compete with the private sector for

egj] Oma\dqg Z]lo]]f gj_YfarYlagfk thé\odst gaertl I lack of funding means public
_an]k _gn]jfelflk 1'] Zz1f]O1 g~ \]n]dgdterldiganizations are unable to offer the

and capacity while helping to accelerate the
necessary cultural shift. In Australia, Data61,

large salaries that private organizations can.
Some governments are responding proactively

Will Governments return to the past or nurture a digital future?

public services and to enable effective
remote working.

As governments build a more dynamic
environment, they will attract younger workers
in search of purposeful roles, where they can
make a difference to society. Public sector
organizations need to promote this, and place

_j1YIlj leh Ykak gf Oftaf_ [Yfla\Yl]k o
Yil 'l ja_I [mdIimjYd O1 Yf\ k' Yj] I']

organization’s vision and values.

Recruiting inspirational, highly regarded
leaders will help to attract the best talent,

as will the creation of a strong, centrally led
digital profession that provides a clear route for

hjg jlkkagf& L ak e]Yfk \]n]Jdghaf_ Y \

career path for new roles: for example, the
Australian Public Service is establishing digital
and data professions to build capability and
support career development.

17



Part 2

The role of individual
government departments,
agencies and local governments

While central government policy-makers create the national
digital strategy and provide the right enabling environment,
it falls to individual government departments, agencies and
local government to make the necessary changes on the
ground. The road map for digital transformation can be built
around the following 10 actions:



1. Align digital plans with overall understanding the needs of citizens in real time, 2. Gain support from senior leaders

vision and purpose and launching digital portals or virtual care Creating a digital strategy
platforms to reduce the need for physical The most successful digital transformation for the UNDP
Transformation starts with a consideration of nakalk Ilg g"O[]k& programs are led or supported by senior
the organization’s core purpose and a vision of internal sponsors and, sometimes, political The United Nations Development
desired outcomes. The vision should incorporate ~ ONce project priorities have been decided, leaders, who give the implementation team a Programme (UNDP) works to improve
a shared sense of what the desirable future a digital strategy and implementation plan strong mandate for change, as well as visible the lives of the world’s poorest people.
looks like, in clear and measurable terms, and to 1S needed. This should be fully aligned with support. Senior leaders who understand and EY teams helped the organization develop
which all stakeholders, including suppliers and ~ the organization’s overall strategy, purpose are passionate about the potential of digital and implement a customized digital
partners, are committed. The organizationmust Y\ nakagf& Al k' gmd\ \JOf] 1"] jg dttknsfdimation can elevate its importance strategy, enabling it to transform on a
then assess the role that digital technologies organizational structure required to develop across the organization. They need to be global scale. As a result, the UNDP created
can play in making this vision a reality. Regular ~ and scale the use of technology; assess, strong and charismatic individuals who 1] flo jgd] g~ [*a]~ \a_alYd g~O[]j$
scanning of technology developments will be monitor and facilitate mitigation of any risks mf\ljkIYf\ "] IjYfk~rgjeYlagfyd z]f]O Inefodeled its go-to-market approach and
vital to the planning process. relating to technology and data (including and possess the vision and acumen needed to set up innovation labs in 60 countries. It
issues surrounding data integrity, security lead the transition. They must also have the ak fgo egj] Y_ad] Yf\ ][~O[a]fl$ Y\ *
Some governments have started by analyzing and privacy protection, and ethical and legal [geeale]fl$ [j]\azadalq$ afOm]f[] Y f\stidhgthéaddyits reputation as the world’s
their biggest challenges, which enables them jyeaO[Ylagfk g® mkaf_ flo I]["fgd gtoaldbliZe¥hinge across the organization. most impactful development partner.
to identify and prioritize projects for early establish a mechanism to continually evaluate
digitalization. COVID-19 has focused minds hjg_jlkk Yf\ e]Ykmj] z]f]Olk& Indeed, effective leaders are essential
gf kh][aO[ mj_]fl akkm]k Yf\ d]\ Ig Y em[" at all levels in order to empower others
more rapid adoption of digital solutions. Many ~ The strategy must permeate the entire and involve the whole organization in the
governments have swiftly reprioritized and organization to remove organizational transformation effort. Dedicated executives,
accelerated their portfolio of digital projects by ~ Siloes and hierarchies, and facilitate both km[* Yk Y [“a]* \YIlY gj Yfydgla[k g~O[]j$ gj ["a]”
assessing the direct or indirect contribution of ~ interdepartmental and external collaboration. \Y1Y k[a]flakl$ eYq Z] Yhhgafl]\ Ig d]Y\ kh][aO]
each to addressing COVID-19 challenges, such  Implementation plans should be shared with initiatives and show how these can solve
as moving staff to remote working, providing different stakeholder groups so they understand  operational challenges.

OfYflaYd kmhhgjl Ig af\ana\mYdk ROV th&chapgeg wjlkaffect them and what part
they are expected to play.
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In a world where change is constant and the
external environment is rapidly evolving, a new
set of leadership capabilities are emerging.
Leaders, from senior executives to frontline
managers, need creativity, curiosity and
adaptability to pilot their organizations
through continuing change.

3. Create appropriate organizational
and governance structures

Public sector bodies’ existing organizational
structures may not be equipped to drive digital
transformation. Individual departments or
teams may lack the expertise, space, freedom

gj Olpazadalqg Ig ]Jphdgj] \ar"]j]fl
things, as well as the latitude to learn by

trial and error.

To overcome the limitations of existing
organizational structures, government
bodies should be prepared to create new

delivery platform for taxpayers. It formed

an outsourcing company that could provide

it with IT and R&D services, and specialists,
without having to go through slow and
cumbersome internal recruitment processes or
source services from external suppliers. This
arrangement gave it greater control over the
work undertaken and assigned full ownership of
any new tools to the FTS.

In some cases, these dedicated entities operate
as a centralized unit, with staff working on

program direction, oversight and shared
accountability. There needs to be clarity on
where responsibilities lie for digitally enabled
services, together with avenues for redress
(including by citizens) when things go wrong.

The COVID-19 pandemic has shown the
importance of adaptable governance
frameworks and decision-making processes.

In some cases, emergency arrangements have
been put in place to ensure rapid responses:
for example, by adapting existing structures or

kh][aO[ hjgb][lk Y[jgkk 1°] oa\]j gjcrédangvhiemgtéaporary structures tasked solely

Others have adopted a decentralized approach,
with staff integrated into, or co-located with,

with crisis management. These have proved
crucial for implementing rapid digital solutions

okvhg ka@\[ \gayvjlelflk& Af Zgl" eg\]dkandckhdintaimigg continuity of service delivery.

with stakeholders to identify process, system or
policy duplication, and develop solutions that
simplify tasks or create new value.

Governance frameworks must seek to break
down functional siloes so that all relevant

]flalalk kh][ad[Yddqg \]ka_f]\ ~gj | Aanty afdhe erganization operate in harmony

hand. These entities may drive the entire

digital transformation process, or they may

be responsible for particular elements: for
example, in Russia, the Federal Taxation Service
(FTS) took a novel step when building an online

throughout the journey. The most effective
programs involve senior stakeholders from
across the organization — including strategy,

4. Design better citizen experiences

Successful government digital transformation
projects adopt the private sector’s customer-
centric approach to designing and delivering
services. They deploy design thinking, customer
experience labs and data analytics to deepen
their understanding of citizens’ needs, attitudes
and behaviors. They then use this insight

ghljYlagfk$ ALS$ OfYf[]$ @J$ hjg[mjbeddild services around real user needs,

and communications —who can provide

rather than around traditional government
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structures. By mapping the end-to-end citizen
journey, they can develop digital solutions
that make each touchpoint better, faster

"] kljna[] gj ©dd gml emdlahd] ~"gjek& Af | ak

model, services are offered to citizens when
they reach key milestones, such as getting

Yf\ egj] 1"O[a]fl& Ghlaearaf_ |I'] bmarjiehyentering the workforce or retiring.
jlimajlk 1°] a\]lflaO[Ylagf g” 1n]jq |Pnde@mplg® Singapore’s LifeSG mobile

process and capability needed to digitize the
entire chain of activities, and eliminating any
redundant processes along the way. In the most
progressive organizations, there is a continuous
cycle of understanding and adapting to citizens’
needs: users generate data, which is fed back to
j1]Of] Yf\ al]ljYI] Y_Yaf&

In some cases, creating a single end-to-end
citizen experience also requires coordination
across multiple departments, which must work
in unison to deliver a seamless experience.
Agencies recognize and authenticate citizens
based on their digital ID, and integrated
platforms collate and analyze data from
multiple sources to provide a complete view

of the citizen. The result: the citizen is served
effectively at every point of contact.

Increasingly, citizens want governments to
proactively provide relevant services and
information without them having to request

app, which provides a one-stop suite of more
than 40 services from different government
agencies. These include registering the birth of
a child and topping up pensions. A personalized
dashboard makes recommendations based on

Helping those most at risk from
COVID-19

EY partnered with Xantura to support
Barking and Dagenham Council in
collating and analyzing data to help
identify which of its residents were

most at risk from COVID-19. EY teams
developed an interactive dashboard that

mk]j hjgOdlk ]& &$ Y[lan] Y_af_ ~gjafl]_JaV]jdyYay \jYof Ajge On] [gij]

The app also includes upcoming medical and
school appointments, as well as reminders for
users to complete important applications, such
as primary school registrations.

In future, governments will move toward more
proactive, and even predictive, service delivery,
where they are able to trigger a timely service
or intervention — in some cases, preventing
problems before they arise. This step requires
that government departments collect and share
information about citizens without citizens’
active involvement.

service areas (housing, schools, revenues

Y\ Z]1f]O01k$ Y\mdlkl k]ljna[]lk Yf\
children’s services) in order to pinpoint

the most vulnerable individuals. In-built

case management functionality then

enables cases to be assigned to teams and
interventions to be tracked.
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5. Adapt culture and working practices

Digital transformation doesn’t depend on
technology alone. It requires a change of
culture, behavior, incentives and performance
management across the organization.
Progressive governments are tackling this
through various measures, from formal change
management programs to the creation of
teams or centers of excellence that help to
disseminate digital initiatives.

Change leaders must work hard to gain
employee buy-in by communicating the case

Km~O[alfl lae] Yf\ khY[] Yj] f]]1\]\ g Yddgo

people to adapt to new digital ways of working,

Facilitating a rapid shift to remote

affdm\af_ flo hjg[lkk]k Yf\ ogjcO gokg&orkdngahYAlstralia

users who lack in-depth knowledge should
be trained to make effective use of these
technologies in their day-to-day work. The
speedy adoption of unfamiliar digital tools
and processes in response to COVID-19 (for
example, to accommodate remote working
and service delivery) has shown that culture
and working practices can adapt rapidly
when required. Almost overnight, staff have
had to gain a level of comfort with digital
tools that previously seemed years away.

rgj YT YRV I] YflalahYIIN Z]f]0 Hed'Hilippines’ Civil Service Commission

staff. This engagement needs to start early

and continue throughout the implementation
process across all stakeholder groups. The
change plan should communicate the vision and
identify and tackle any barriers that may hinder
progress. For example, it can instill a sense of
ownership and responsibility among frontline
workers by actively involving them in planning
the change, designing solutions and guiding
implementation.

conducted an employee survey that found

that, despite the upheaval caused by the rapid
move to alternative working arrangements,
government staff had been more productive
during lockdown than previously. Improvements
were most marked in agencies that had a good
communication system in place, that were
collaborative by nature, and whose managers
offered high levels of trust and support.

The Australian Government launched an

AU$130b stimulus package to protect jobs

Yf\ "]Jdh Zmkaf]lkk]k klYg YOgYIl \mja
pandemic. Two of its agencies, Services

Australia and the Australian Taxation

GAO[]1%$ o]j] IYkc]\ oal® Y\eafakl]jaf_
the aid, but were overwhelmed with

demand while also having to shift their

staff to remote working. EY facilitated a

rapid transition and helped to successfully

onboard 12,000 additional staff. Under

the new model, information sharing and
collaboration have actually improved.
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.& :mad\ Y O]pazd] AL af”jY Rujmatherpgplemic, APIs have played a vital

role in public sector responses. For example, they

A~ \a_alYd ljYfk~rgjeYlagf ak Ig km[[thrfeabilyarpiaéalifely unlock contact-tracing

IT infrastructure is needed, based on a service-
oriented architecture that enables interoperability
and information sharing. This approach is

more cost-effective and allows systems to be

jllgfO_mjl\ Ig e]ll Ingdnaf_ jlimaj]e]fddsRtance increases, APIs can play a key role in
helping to integrate eligibility systems, streamline

Many organizations are attempting to integrate
disparate IT infrastructure into a single system
that will be shared between different processes
and, potentially, with other bodies. This will
provide a single view of the citizens that, in
turn, will help organizations to better meet their
needs, particularly when complex problems
require the coordinated efforts of multiple

data and integrate it with other applications and

data sources, providing leaders with access to

complete and accurate information in real time.

to meet surging demand. Rather than having
to buy and maintain their own expensive

data centers and servers, government
organizations can quickly access resources on
demand, helping drive down costs and speed
up innovation. During the pandemic, cloud

9k \leYf\ ~gj kg[aYd k]jna[]k Yf\ Ofwthadaby has helped governments provide

and automate approval processes, and extract
the necessary data to give applicants and case

urgent services, from crisis hotlines to remote
learning: for example, an Italian municipality
in Lombardy was able to build a cloud-based
center in less than a week to route COVID-19-

eYfY_]jk Y [gehd]l] nalo g” o Y| Z]ikBidd x&fls to its staff. Meanwhile, the US state

services are available. By incorporating newer

technologies such as chatbots, APIs help citizens
to self-serve, getting faster resolution for queries

of Arkansas quickly ramped up its pandemic
unemployment assistance program via a
cloud deployment and used cloud to support

Yf\ _Yafaf_ lae]dq Y[[]kk Ig Ydd | ]Jempigyeer’ rethgn to work.

are entitled to.

Y_]f[lalk Yf\$ kge]llae]lk$ hjanYI] gj fgfhjgOl

sector partners. However, managing this
information exchange across numerous legacy
systems is not always an easy task. Application
programming interfaces (APIs), software
intermediaries that allow two applications

to talk to each other, can provide a possible
solution.

The COVID-19 pandemic has also accelerated
adoption of cloud technologies. Many
government departments had previously
been reluctant to use cloud technology due to
security concerns. But it has played a critical
role in enabling the rapid transition to remote
working and scaling up government services

7. Adopt an agile approach to delivery

Many government organizations are adopting
new approaches to improve project delivery and
ultimately realize value faster. A key element

of this is agile development. Agile approaches
divide a multiyear complex program into shorter
iterations, enabling organizations to see their

vision evolve swiftly into a tangible product
and providing the chance to make adjustments
along the way. Multidisciplinary teams work
together to manage any risk or uncertainty.

Launching new solutions by piloting in one

particular area can also help test the concept

of a new digital program. A successful pilot

generates buy-in from executives as well as

from the staff who will implement the program.

Once a pilot has been completed, the results

indicate the likely return on investment and the
Z1f]101k g~ jgddaf_ gml I'] kgdmlagf ec

Agile development is more important than

ever as governments manage their COVID-19
responses. In normal times, digital projects can
take months, if not years, to come to fruition.
During the pandemic, the timeframe has been
dramatically compressed. Some organizations
reported that solutions were started from scratch
on a Monday and pushed to production by
>ja\Yq g~ I'] kYe] o]]c$ oal'gml Yfqg ka.
disruption to workload. Many organizations

have gained speed and agility they would have
thought impossible before the pandemic.
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In many cases, the move to implement or scale 8. Build specialist digital skills

technologies was supported by the speeding and capabilities

up of internal decision-making processes and

collaboration. The UK’s Government Digital Individual government departments and

Service teamed up with the Government agencies must invest in dedicated teams of

Security Group and the National Cyber skilled digital and technology professionals who

Security Centre to issue guidelines for secure [Yf “]dh \]Of] f]]\k Yf\ \]dan]j gf I'] \a_
video collaboration, helping to facilitate the transformation strategy. This is one of the most

Ojkl Inlj najlmyd ;YZaf]l e]]laf_. Anghaiithgying areas for governments, as many of
province of Alberta, Canada, the Innovation and  these capabilities — including data scientists,

Digital Solutions team within Alberta Health cloud architects, user-centered designers and
Services came up with a rapid solution to stop cybersecurity experts — are in short supply
the nonemergency health care information in the public sector. A greater emphasis on
service being overwhelmed with phone calls at workforce planning, training and capability
the outset of the pandemic. In just two days, building, and recruitment programs to attract
they interviewed health professionals, built a top talent, is essential to help organizations

prototype self-assessment tool and conducted adapt to future requirements.

user testing. On the third day, they launched

the province’s COVID-19 self-assessment tool, While technical specialists are vital, change
o al” "Y\ +(($((( alk af 1"] Ojkl *, atgealadgnot possible without major shifts
rising to more than 3 million. The code for the across the whole organization. In order to

tool was later shared on GitHub, and the tool optimize digital value, all employees need to
has since been adopted by other health care strengthen their digital literacy and cultivate
organizations. new attributes: for example, a willingness

to collaborate and an appetite for
continuous learning.
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Part 3

The role of the wider ecosystem

In an age of digital disruption and convergence,
governments that act alone are no longer able to deliver
the social and economic outcomes that citizens expect. The
most progressive governments are proactive in harnessing
the knowledge and resources of the wider ecosystem,
including start-ups, SMESs, entrepreneurs, academia,

civil society and citizens themselves, to source innovative
digital solutions to public policy challenges. Their innovation
agenda actively seeks out collaborations with third parties.
Since the public purse will be even more constrained
post-pandemic, these partnerships will be vital to help
OfYf[] _gn]jfe]flik [YhY[alg ~gj k]jna[] aehjgn





















Conclusion

For some years now, governments have

been under pressure to catch up with digital
advances in the private sector and rethink
their approach to public engagement, policy-
making and service delivery. This pressure
reached new heights in 2020 as citizens turned
to governments to protect their lives and
livelihoods during the pandemic.

COVID-19 has rewritten all the rules and

enabled the public sector to prove just how
nimble it can be when the situation demands.

Af I°] egfl’k Yf\ q]Yjk Ig [ge]$ Yk
on the digital response to the pandemic, few
leaders in the public or private sector are likely
to argue that going back to “business as usual”
is a viable option. Although COVID-19 has had

a devastating impact on lives and livelihoods, it

has also acted as a positive disruptive force for ?2gn]jfe]flk emkl Of\ '] 1f]j_q Yf\

long-term transformation. Organizations and determination to sustain change beyond the
individuals alike have burst out of their long- extraordinary circumstances that the pandemic
established professional practices to embrace has created and ensure their hard-won progress
new digital solutions that previously seemed doesn’t go to waste. We must all remember

lgg \a~O[mdl gj \Ymflaf_& Alik fgotHislisYustithe ktart of a real, holistic and

the rewards are tremendous for government effective digital transformation, not the end.
organizations that can effectively plan and Governments can and must seize this moment
manage the transformation journey, ignite a to absorb the lessons learned, determine how

vibrant conversation with the public about the operational models can be remade to provide
Z1f101k 1Yl Yf Y\nYf[]\ 1[gfgeq Z]jaditidensgvith the services they want and need in
the nation as a whole, and tap into the potential  the future, and improve resilience to the

of thb@&diéystem around them. next inevitable global shock — whatever

form that may take.
Nevertheless, we cannot take it for granted

that new ways of working will naturally continue
after the crisis has passed; rather, they will
need deliberate nurturing and investment.
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