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Expanding role 
of IoT in the 
lives of people 
across the globe

Increasing digitization has made the lives of people easier. Nowadays every device 
imaginable be it communication devices or entertainment devices is connected to the 
internet. While this has enhanced economic productivity and improved the quality of 
life, it also connects us all in a web and renders the whole web only as strong as its 
weakest point.

The spread and impact of connected devices makes for 
sobering reading.

In the US, there are about 25 connected devices per every 
100 people, and this is just the beginning of the trend. 
Gartner Inc. estimates that in 2016 the world had 6.4 
billion connected devices, and by 2020 that number will 
approach 21 billion.1 Such a vast number of devices creates 
a significant weakness for the web and allows attackers of 
various sorts to use them for any number of goals. A new 
twist in the recent attacks is the sheer simplicity with which 
they are being carried out. Millions of devices can serve as 
the potential means for Distributed denial-of-service (DDoS) 
cyberattacks whose execution is relatively simple, because 
the devices create new entrance points to the internet, 
making the scope of the threat enormous. The threat grows 
even greater because end devices, such as smartphones 
and computers, are used to control the connected devices. 

Why are IoT-enabled devices so 
fantastically vulnerable?
Most IoT devices lack appropriate means of security, 
making it easy for attacks to exploit the weaknesses 
of the systems operating the devices. The majority of 
manufacturers have yet to adopt a framework of standards 
and security; they generally use publicly available open 
code to make it possible for their devices to communicate 
with other similar devices in the area, and this itself 
generates severe security soft spots. Important corrective 
steps have been initiated in the US, as security companies, 
manufacturer associations and even government agencies 
have begun to cooperate, but these steps are far from 
constituting a sufficient defensive response. 



3Digitization and cyber disruption in oil and gas

The increasing confidence and boldness displayed by 
hackers is driven by the fact that while the offensive 
capabilities displayed in the attacks did not require anything 
particularly sophisticated, the impact is significant. The 
hackers, have in certain attacks, gone to the extent of 
making the malicious code public, which raises the specter 
that the writers of the code already possess an improved 
version. Thus, the use of similar methods of attack will 
presumably be seen again, perhaps in even more powerful 
versions.

One of the key problems with connected devices is 
securing user privacy. 

Connected devices, including equipment, electrical 
appliances and wearable devices, whose use is becoming 
more widespread, are constantly collecting information 
about their users’ parameters, at home and in the office, 
as well as the nature of their use. The inherent defensive 
weaknesses of these devices means all that information 
could be available to various attackers’ intent on 
subversion. 

Because the risk is real, defending connected devices is 
an enormous challenge. 

Increasing digitization in the world of oil 
and gas: profits now, but cyber sitting 
ducks later?
 The oil and gas sector has always welcomed technology, 
but the collapse in oil prices internationally and competitive 
pressures have forced speedier recourse to technology. The 
adoption of IoT has enabled industry to drastically cut costs 
and replace manpower. 

The Industrial Internet of Things (IIoT) harnesses the power 
of big data to improve efficiencies, particularly in asset-
intensive industries such as oil and gas. The use of IoT is 
slashing costs, as more machinery becomes loaded with 
sensors and connected to the internet. Digital advances — 
from big data and analytics to the digital oilfield — have the 
potential to play a significant role in transforming the oil 
and gas industry.

A recent EY survey of global executives showed 61% 
of oil and gas companies are already experiencing 
positive change around cash flow as a result of digital 
transformation. However, it also found oil and gas 
companies are allocating less of their capital budgets 
to digital transformation than the global average of 
other industries.2 
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The changing 
world of the 
oil and gas sector 
and cybersecurity 
threats

In the past, OT (Operational Technology) networks were walled off from the internet, but 
today’s need for efficiencies and real-time decision-making obviate that liberty. The term 
“operational technology” refers to the hardware and software used to control industrial 
processes. A cyberattack on an OT environment can have serious results beyond just 
pecuniary losses — including prolonged outages of services, environmental damage and 
even the loss of human life. There are highly skilled and motivated adversaries actively 
seeking to exploit the security weaknesses in OT networks, process control systems and 
critical infrastructure. Their motivations range from economic benefit and espionage 
to malicious disruption and destruction. While many operators in these sectors (oil and 
gas and related industries) have recognized the need to increase focus and spending on 
the security of their corporate IT systems, this has not been matched for OT systems, 
leading to their increased attractiveness to cyber attackers.

There are a number of trends that are prominent in 
assessing the threat scenario based on both the operating 
models used by industry and the cybersecurity mechanism 
currently extant. The relentlessly evolving world of 
technology segues back and forth from opportunity to 
threat as all the players struggle to keep pace. The top 
trends are:

Asset performance management or APM enables intelligent 
asset strategies that balance three traditionally competing 
priorities — reducing cost, improving availability and 
reliability, and managing risk — help optimize overall asset 
and operational performance. This will be optimized across 
systems that manage critical infrastructure. 

Artificial Intelligence (AI) and advanced analytics using 
real-time data directly from process area: As IoT spreads 
through the industry, its real power will be unleashed with 
the use of AI and advanced analytics. This involves the use 
of complex algorithms, predictive analytics and machine 
learning to allow decisions to be made automatically, while 
data analytics provides a systematic way to make sense of 
the large volumes of data being collected across the entire 
oil and gas value chain. This can help predict when an asset 
will fail, or determine that resources and personnel are 
in place where needed. Whereas predictive analytics will 
ensure operations and maintenance (O&M) efficiency and 
optimization, cognitive security is designed to monitor and 
protect the IT network.
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Outsourcing of cybersecurity services and functions 
(Managed Security Services): As IT systems grow ever more 
complicated and complex, outsourcing of part or in some 
specific projects the whole of the cybersecurity mechanism 
will become inevitable. This brings both benefits and risks 
to the client organizations.

Cybersecurity in the oil and gas 
sector: protecting the integrity of data 
is critical 
OT refers to computing systems used to manage industrial 
operations as opposed to administrative operations. 
Operational systems include production line management, 
mining operations control, oil and gas monitoring, etc. In 
the oil and gas sector, these systems are used to monitor 
and control operations across the entire value chain.

OT systems are increasingly vulnerable to subversion. 

Cybersecurity in the oil and gas sector has multiple 
dimensions, including latent ones and those not 
immediately discerned by the human eye. The risk-savvy 
security executives will base their investment decisions on 
clear understanding of what the critical business processes 
are, what are the risks of underlying technology and 
what is the impact of violation in availability, integrity or 
confidentiality of process data. At the heart of oil and gas 
operations, where the extraction or production takes place, 
the availability of process and integrity of process data 
are the primary focuses for most security engineers in the 
field. Any potential incident that violates the availability or 
integrity of process data will also have the biggest impact 
on the bottom line of an oil and gas company. 

Source: EY Presentation on cybersecurity in oil and gas

Figure 1: How OT works
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Psychology of the attackers and 
their modus operandi, along with the 
response of those hit 
Attacks have grown over the last few years with attackers 
ranging from those looking for ransom to those operating 
for rivals within and outside the industry and last (but 
not the least) state-sponsored agencies with specialized 
hackers at their disposal. The last category has immense 
resources, and the potential to devastate critical 
infrastructure is massive. 

As cyberspace is a battlefield where the attackers can 
choose the time and place of attack as well as the target — 
those defending are at a natural disadvantage. Thus the 
attacker has the advantage of surprise. Several of the 
world’s major oil and gas producers have fallen victim to 
cyberattacks since 2008.3 

Some damage was done in each of these cases, but the 
costs of future breaches will be much higher, whether 
to corporate assets, public infrastructure and safety, or 
the broader economy through energy prices. Successful 
cyberattacks threaten the competitiveness of the global oil 
and gas industry, one of the most technically advanced and 
economically important sectors. While intrusions previously 
focused on the theft of intellectual property and business 
strategies, recent malware attacks have seen a qualitative 
change toward attacks with the potential for causing 
physical disruptions to the oil and gas supply chain. 

In addition, malicious cyberattacks stemming from an 
insider threat is a growing concern, given the ensuing 
damage it can quickly cause. In August 2012, a person 
with privileged access to one of the world’s leading 
National Oil Companies’ (NOCs’) computers unleashed 
a computer virus called Shamoon that erased three-
quarters of the company’s corporate personal computers 
(PCs) and resulted in an immediate shutdown of the 
company’s internal network. Segregation of the company’s 
internal communications network from the company’s oil 
production operations limited the physical damage that 
could have ensued.

A hacker with the right tools, access and knowledge could, 
for instance, identify the Supervisory Control and Data 
Acquisition systems (SCADA) and industrial control systems 
(ICS) used to operate critical oil and gas infrastructure and 
facilities connected to the internet. Once in the system, 
an infiltrator could in theory cause the flow of natural gas 
through a pipeline to grind to a halt, trigger an explosion 
at a petrochemical facility or do damage to an offshore 
drilling rig that could lead to an oil spill. Such threats now 
have the potential to cause environmental damage, energy-
supply outages for weeks or months and even the loss of 
human life.

Lack of information sharing hurts oil 
and gas companies and aids attackers: 
challenges of sharing information among 
different institutions
The oil and gas industry is well aware of potential threats 
and is rising up to tackle cybersecurity issues by creating 
joint programs and initiatives. But it is the critical 
importance of oil and gas infrastructure that makes 
some governments unwilling to share information and 
join a global fight against cybercrime. Technology alone 
is not the “easy fix” that cybersecurity needs: boosting 
security can come only by raising awareness among 
personnel, especially in countries in the Middle East. 
These cyberattacks are expected to increase, given the 
heightened geo-political rivalries in the region.4 

The Middle East is not the only target of cybercrimes. In 
August 2014, the Norwegian oil industry — a vital part 
of the country’s economy and state revenues — came 
under attack. National Security Authority Norway said 50 
companies in the oil sector were hacked and 250 more 
were warned to check their systems, in one of the biggest 
hacks in Norway’s history.5

Following this, advisory and risk management company 
DNV GL set up a Joint Industry Project (JIP) together with 
many prominent Norwegian energy companies to develop 
leading practices in addressing cyber threats.
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Cybersecurity 
readiness in the 
oil and gas 
industry

The technological pace in the oil and gas industry is increasing as the industry prepares 
itself for a significant change. EY 2016–17 Global Information Security Survey shows 
that oil and gas companies are making progress in the way they sense and resist today’s 
cyberattacks and threats, but the results also indicate the need for improved resilience, 
to be better prepared to respond to potential cyber incidents and determine that safe 
and reliable operations can be restored and maintained.

Which threats and vulnerabilities have most increased your risk exposure over the last 
12 months?

54%All sectors

Unauthorized 
access

Cyber attacks to steal
intellectual property 
or data

Cyber attacks to 
steal financial 
information Phishing

Careless or unaware 
empliyees

Outdated information 
security systems or 
archiecture

Oil and gas

All sectors

Oil and gas

All sectors

Oil and gas

All sectors

Oil and gas

All sectors

Oil and gas

All sectors

Oil and gas

58%

55%

63%
48%

65%

42%

63%

45%

65%

51%

77%

Source: EY Global Information Security Survey 2016–17

Figure 2: Cyber threats faced by oil and gas sector as compared to all industrial sectors
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Why should companies focus on cyberthreat intelligence? 

With increasing cyber risks to the industry and 
development of government regulations (such as the 
Trump Cybersecurity order) over time, the window for 
achieving competitive advantage through comparatively 
better OT security is closing. It has become essential to 

focus on security initiatives that are critical to OT. It is 
important for companies to understand the importance of 
cybersecurity and how it can help them protect their assets 
and resources.

Compared to the previous year, which of the following activities does your organization plan to 
spend more on over the coming year?

Figure 3: Where are oil and gas companies spending their money? 

Source: EY Global Information Security Survey 2016–17

Although cyber threats continue to increase, IT security 
budgets are staying relatively static. Security departments 
often still focus on purchasing the latest security tools 
instead of investigating and evaluating the underlying 
business behavior and/or root cause of the security 
challenges they face in order to better prioritize finite 
budgets. In the oil and gas sector, budget constraints 

are often further compounded by a separation of roles 
and responsibilities for OT security and cybersecurity. 
OT security often falls outside of the remit of a chief 
information security officer or chief information officer, and 
this can lead to duplication of security spend and resource 
effort and misalignment of priorities.

How to prepare against targeted cyberattacks against oil and gas companies 

Both increasing IT/OT integration imposed by raising 
business requirements in the oil and gas industry and 
cutting-edge security capabilities sourced in different 
delivery models (capital expenditure (CAPEX), as-a-
Service)) result in developing a very wide and complex 
environment to protect.

Managing this complex environment creates the need 
for operating models that support both in-house and 

outsourced cybersecurity functions. Especially within the 
process control environment, the role of an external system 
vendor is crucial in establishing a high security bar and a 
true defence in-depth concept. The ability to successfully 
coordinate and make us off all the different actors and 
security tools related to your IT and OT systems will be 
critical for keeping your critical infrastructure secure.

All sectors

Business 
continuity

Cloud computing
Incident response 
capabilities

Threat and 
vulnerability
management

Identity and access 
management SIEM and SOC

Oil and gas

All sectors

Oil and gas

All sectors

Oil and gas

All sectors

Oil and gas

All sectors

Oil and gas

All sectors

Oil and gas

57%

47%

43%

34%

46%

41%

45%

33%

39%

28%

40%

38%
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Importance of intelligence against 
cyberthreat and integration in the 
oil and gas industry 
Early warning and detection of breaches are essential for 
being in a state of readiness, indicating that the emphasis 
of cybersecurity has changed to threat intelligence. Oil 
and gas companies need to invest more in threat and 
vulnerability management systems. Organizations may 
not be able to control when information security incidents 
occur, but they can control how they respond to them — 
expanding detection capabilities is a good place to start. 
A well-functioning security operations center (SOC) can 
form the heart of effective detection.

By leveraging industry-leading practices and adopting 
strategies that are flexible and scalable, oil and gas 
organizations will be better equipped to deal with incoming 
(sometimes unforeseen) challenges to their security 
infrastructure. The industry has to change its perception 
about security investment as obligatory cost and must see 
it as business enabler. 

Cyber Threat Intelligence
It is an advanced process that enables organizations to 
gather valuable insights based on the analysis of contextual 
and situational risks tailored to the organization’s specific 
threat landscape, its industry and markets. This intelligence 
can make a significant difference to the oil and gas 
industry’s ability to anticipate breaches before they occur, 
and its ability to respond quickly, decisively and effectively 
to confirmed breaches — proactively maneuvering 
defense mechanisms into place, prior to and during the 
attack. Although there is obviously a technology layer to 
addressing cyber threats, adopting new security technology 
is only one part of the solution.6

The cyberthreat landscape is evolving at an ever-increasing 
pace. This means if organizations are slow to recognize 
that they are either underspending on security or spending 

inefficiently, they increase the likelihood that the gap 
between their security capability and the threat landscape 
will extend to a point where the cost to “catch up” is at best 
significant and at worst prohibitive.

Measures oil and gas organizations 
can take
Oil and gas organizations have the broad experience 
necessary to manage and support complex operations 
linked by large-scale networks and with many points of 
ingress and egress. They should apply this experience to 
securing these environments by: 

• Implementing security monitoring capabilities 

• Enhancing response plans 

• Working more closely with public sector security bodies 
and security partners 

• Leveraging the strong health and safety culture that 
already exists to instil a true security culture 

Technical measures to achieve the above would include but 
are not limited to:

• Segregate corporate and ICS networks to reduce 
island-hopping attacks

• Reduce and protect privileged users to detect and 
prevent lateral movement

• Employ application whitelisting and file integrity 
monitoring to prevent execution by malicious codes

• Reduce the attack surface by limiting workstation-to-
workstation communication

• Deploy robust network IPS (Intrusion Protection services), 
application-layer firewalls, forward proxies, and breach 
detection with sandboxing or other dynamic traffic and 
code analyzes

• Use and monitor host and network logging

• Implement pass-the-hash mitigations

• Deploy anti-malware reputation services to augment 
traditional, signature-based anti-virus services

• Run host intrusion-prevention systems 

• Quickly shield and patch known operating system and 
software vulnerabilities.

In this regard, the oil and gas industry has an advantage 
over other industries. However, this broader experience 
must be better utilized if companies are to adapt to the 
changing threat landscape.

Other key parts are: 

• Better business alignment 

• Clearer understanding of existing corporate risk 
profiles and how they are dynamically linked to 
business events 

• Efficient management of traditional security controls 

• A strong security culture embedded within 
the organization
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Growing importance of predictive 
analytics and Big Data by oil and gas 
companies to tackle cyber attacks
Predictive analytics and big data are helping oil and gas 
companies to analyze huge volumes of data at a quickly and 
cost effectively. They are also using big data analytics to 
monitor equipment, identify patterns and enable proactive 
maintenance. This helps in understanding operations 
and risks.

Predictive analytics have the power to proactively help 
businesses identify security threats before they can do 
any damage. Instead of only focusing on the “infection 
stage” of an attack, enterprises can detect future incidents 
and maximize prevention. The hacker bots use complex 
analytics and big data to sniff out vulnerabilities before 
an attack. In the future, organizations can hybridize their 
security efforts with bots and humans: bots can search the 
system for irregularities while humans focus on patching, 
fortifying and protecting the system. 

Predictive analytics and hacker bots work using self-
learning analytics and detection techniques to monitor 
network activity and report real-time data. This enables an 
enterprise to identify threats without needing to know the 

attack’s exact signature — thereby filling the current gap 
in coverage that is powerless against the modern point-
and-click exploits with unique attack signatures. Predictive 
analytics can immediately detect irregularities in traffic 
flow and data, sounding the alarm for a security threat 
before the attack occurs.

Coupling machine learning with predictive analytics will 
enable cybersecurity to shed its current cumbersome 
blacklist strategy and detect impending threats.

Cybersecurity arguably is the discipline that could benefit 
most from the introduction of AI Where conventional 
security systems might be slow and insufficient, AI 
techniques can improve their overall security performance 
and provide better protection from an increasing 
number of sophisticated cyber threats. Beside the great 
opportunities attributed to AI within cybersecurity, its use 
has justified risks and concerns. To further increase the 
maturity of cybersecurity, a holistic view of organizations’ 
cyber environment is required in which AI is combined 
with human insight, since neither people nor AI alone 
has proven overall success in this sphere. Thus, socially 
responsible use of AI techniques will be essential to further 
mitigate related risks and concerns.
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Role of national 
agencies and 
regulators in 
establishing and 
enforcing 
cybersecurity 
standards

Owing to the criticality of the oil and gas sector in the global economy, the following 
actions have been set up to provision national standards in cybersecurity adherence in 
the energy sector.7

In February 2013, President Obama issued an Executive 
Order entitled “Improving Critical Infrastructure 
Cybersecurity” which led to the creation of the Framework 
for Improving Critical Infrastructure Cybersecurity, 
developed by the U.S. National Institute of Standards and 
Technology (NIST) and issued in February 2014. This 
provides a common platform organizations can use to 
assess and manage cybersecurity risks. It aims to enable 
organizations, regardless of sector, size or degree of cyber 
risk or sophistication, to apply the principles and effective 
practices of risk management to improve the security and 
resilience of critical infrastructure.

In January 2015, a collaboration between the U.S. 
Department of Energy and the electricity, oil and gas 
industries produced the energy sector’s Cybersecurity 
Framework Implementation Guidance, which defines 
cybersecurity tools and processes specifically for use in the 
energy sector. Two other pieces of legislation were passed 
in the U.S. in 2015: the Protecting Cyber Networks Act 
and the National Cyber Security Protection Advancement 
Act. These pieces of legislation are aimed at improving 

the sharing of information between the private sector and 
government agencies. The second piece of legislation also 
offers some liability protection for private entities that do so.

The European Union’s (EU’s) first comprehensive policy 
document on cybersecurity, the Cybersecurity Strategy 
of the European Union, was adopted in February 2013. 
The strategy outlined in that document provides the 
overall framework for EU initiatives on cybersecurity and 
cybercrime. It is supported and developed by the NIS 
Directive adopted by the EU Parliament in July 2016. This 
Directive provides a set of unified network and information 
security rules that demand regulatory obligations in the 
coordination of national cybersecurity policies. It provides 
legal measures to boost the overall level of cybersecurity 
and aims to identify good practices that organizations 
across the entire value chain can follow in order to tackle 
cybersecurity risks. These policy instruments are supported 
by international agreements. For example, in February 
2016, the EU and NATO increased their cyber defense 
cooperation and signed a technical arrangement between 
the NATO Computer Incident Response Capability and 
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CERT-EU. The agreement enables sharing of technical 
information as well as best practices in the prevention, 
detection and response to cyber incidents.

In 2009, Australia released its Cyber Security Strategy, 
which seeks to improve the detection analysis, mitigation 
and response to sophisticated cyber threats covering 
systems of national interest including energy. Two 
agencies have been established to monitor and respond 
to cybercrime.

Singapore established the dedicated Cyber Security Agency 
(CSA) in April 2015, which oversees national cybersecurity 
functions. So far, the establishment of the CSA has led 
to Singapore signing memorandums of understanding 
with the UK, France and India, in each case committing 
to collaborate on cybersecurity. The CSA has delivered a 
five-year National Cyber Security Masterplan (2018) that 
strives to make Singapore a ”secure and trusted hub” with 
special attention paid to the nation’s critical combined 
information and communication infrastructure. China’s 
Cybersecurity Law (CSL) became effective on June 1, 2017 
and it regulates the construction, operation, maintenance 
and use of networks, as well as network security 
supervision and management within mainland China. The 

Cyberspace Administration of China (CAC) is the primary 
governmental authority supervising and enforcing the 
CSL. This law increases obligations on network operators, 
which are required to have cybersecurity protocols in place 
and to take steps to protect against cyberattacks. The 
Cyber Security Law also imposes obligations on providers 
of information network products and services. Key IT 
hardware and equipment must meet mandatory security 
qualifications and acquire government certification before 
being sold.

The examples above highlight three key characteristics 
shared by different national cyber strategies:

• In particular, that there are a number of common and 
recurrent themes (risk management, security protocols. 
Employee awareness etc.,) with varying degrees of 
transparency in terms of their application.

• Nations apply these themes using various 
approaches based on their particular context and 
structural attributes.

• Both the approach and the manner of execution are likely 
to have the greatest bearing on the effectiveness of any 
cybersecurity strategy.
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The need 
for better 
cybersecurity 
is immediate

Effective measures can preserve operational integrity and harvest the real gains of 
the digital revolution while avoiding the pitfalls that come with the adoption of a new 
technological paradigm.

Working together is vital to building future protection 
from cyber threats. 

The next phase of cybersecurity within the oil and gas 
sector needs to recognize the value of joining these 
resources together: using working groups to share and 
disseminate threat intelligence — using the experience 

and capability of consultancies to drive change and 
improvement programs, and leveraging security vendor 
technology to underpin different aspects of cyber threat 
monitoring, alerting, defense and response. This would be a 
seismic shift, but one that would put oil and gas companies 
at the forefront of cybersecurity measures.
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