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Welcome to
The NextWave
Journal
The NextWave Journal is an insightful look at
the telecommunications industry today, created
to inform and inspire your short- and long-term
decisions, with actionable insights.
Designed as a response to the rapidly changing
world we’re living in, this regular series of
publications discusses the changing priorities
in your industry, highlights the latest challenges
businesses such as yours are facing, and shows
how we’re working with our customers to help
them adapt.
We hope you find the information within these
pages useful. Please let us know if you have any
comments or queries about anything you’ve read.

How can risk foresight lead
to fresh insight?

Why we must address
infrastructure reach
and resilience – now

The supply chain is
evolving; now’s the
time to adapt

As the world continues to change, risk foresight will be key to future
growth and resilience for telcos. Let us explore the top risks.

Network performance and coverage have become more critical than
ever in recent times. Here’s why today’s networks need to just “work.”

Supply chain disruption is detrimental to telco operations. Building
resilience into the foundations of the business has become critical.

Why are telcos so sensitive
about cybersecurity?

Prioritize people;
transform the workforce

In a rapidly evolving digital landscape, expectations around privacy,
security and trust are changing too. Telcos must keep up.

Redesigning workforce structure and skillsets has become a strategic
priority for telcos — and its success relies on putting people first.

Sustainability: a core
strategic imperative
for telcos
Neglecting the sustainability agenda brings about all the risk with no
reward. Managed effectively, however, it can drive transformation.

Tom Loozen
EY Global
Telecommunications Leader

Adrian Baschnonga
EY Global
Telecommunications
Lead Analyst

Last year, when we published our
Top 10 telecoms risks 2020 report, the world
was reacting to unprecedented change. The
global telecoms industry had proven its worth
by providing the connectivity everyone needed.
However, behind the scenes, we saw declining
revenues across most product categories.

Europe
Boasting the most significant recovery so far,
Europe can now be considered a global top
performer in terms of share prices. Mergers &
acquisitions (M&A) activity is also on the rise as
operators consider new infrastructure ownership
positions and fiber new entrants scale-up.

Fast-forward 12 months and share prices across
the industry have recovered in all regions,
with Europe in particular bouncing back well
from the low point of Q2 2020. In the US, the
S&P 500 Communications Services segment
also significantly outperformed the all-stock
average in the year to August 2021.

North America
Operators are facing mounting challenges
in mobile services, with high spectrum costs
and rising competition from 5G fixed wireless
access (FWA) providers and mobile virtual
network operators (MVNOs). Meanwhile,
larger players are increasing their focus on
core connectivity as infrastructure reach
and reliability become paramount.

While there are still considerable challenges
to face following the impact of the pandemic,
the recovery in share prices means that telcos
are generally much better placed to address
them. But let’s remember that there are major
differences in key regions across the world — and
we have seen these themes continuing to diverge.

How can risk foresight
lead to fresh insight?
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How can risk foresight lead to fresh insight?

Asia-Pacific
China offers strong prospects for growth,
supported by telco listings. India is seeing
revenues recover but growth rates remain low
as corporate restructurings continue. ASEAN
is experiencing rising capital intensity and lower
return on invested capital (ROIC) as the mobile
revenue mix shifts heavily toward data.
And Oceania is using restructurings and tower
sales to help unlock value, but there is growing
potential for FWA to compete with fiber networks.
Latin America
Ongoing macroeconomic pressures and currency
exchange rate volatility continue to cause issues.
But the good news is that gradual 5G migration
is making capital intensity more manageable,
as infrastructure carve-outs support the fiber
to the home (FTTH) growth opportunity.
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The top risks for telecommunications
(2021–22)

Here are the 10 biggest risks we’ve identified
across the sector:

Overcoming the
challenges with EY

Considering the regional themes we’ve observed,
our analysis of the telecoms risk landscape in
2021 has highlighted some key changes from last
year. Nevertheless, telcos must continue to focus
on network quality to make the most of their role
as critical infrastructure providers. Operators’ core
competencies have never been in greater focus
and failure to ensure infrastructure reach and
resilience remains the over-arching sector priority.

1. Failure to ensure infrastructure reach and resilience

In this edition of the NextWave Journal, we will be
focusing on the top five risks – with insight, opinion
and proposed tangible actions offered by several
senior figures within the EY organization.

This year’s second-placed risk is “Underestimating
changing imperatives in privacy, security and
trust,” up sharply from number five in 2020,
reflecting growing customer anxieties and
company cyber-attacks. Another key industry
risk is “Failure to mitigate supply chain
disruption,” which underlines both wider
economic pressures and the growing focus
on network supplier relationships. Also new
in the top ten is “Poor management of the
sustainability agenda,” where telcos face
strategic challenges as well as compliance
pressures.

6. Inability to scale internal digitization initiatives

2. Underestimating changing imperatives in privacy,
security and trust
3. Failure to improve workforce structure and skillsets
4. Failure to mitigate supply chain disruption
5. Poor management of the sustainability agenda

7. Ineffective engagement with external ecosystems
8. Failure to maximize value of infrastructure assets
9. Inability to take advantage of new business models
10. Inability to adapt to changing regulatory landscape

“

As ever, our aim is to help you fully understand the
risks; find the right answers; prioritize your efforts
to make the most tangible progress; and ultimately
overcome the challenges you face.
As one of the world’s leading and most trusted
professional service organizations that serves the
majority of leading telcos worldwide, we certainly
have the experience and knowledge to inform your
decisions. Whether your focus is on achieving the
right level of infrastructure resilience and reach;
ensuring that your customers and stakeholders
can trust in you; or scaling and accelerating
returns from digitization initiatives, we understand
what you are looking to achieve. We are here to
help you thrive in the now, next and beyond.

Tom Loozen
EY Global Telecommunications Leader
Adrian Baschnonga
EY Global Telecommunications Lead Analyst

Telcos must continue to focus on ensuring
network reach and resilience to fully recover
from the effects of COVID-19.
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Tom Loozen
EY Global
Telecommunications Leader

Why we must address infrastructure
reach and resilience — now
Telcos’ infrastructure largely coped with higher
demand during the pandemic, but what now?
There is growing pressure to improve network
performance and coverage, as customers’ and
stakeholders’ expectations continue to rise.
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As we review the effects of the pandemic, it is
increasingly clear that many things will never
be the same again. Work-life balance has shifted;
very few employees are going back to the office
on a full-time basis. Consequently, home
connections are more important than ever.

In fact, home connections need to be businessgrade. The upstream connection needs to be as
good as the downstream to handle an increase
in video calling. Additionally, the bandwidth needs
to cover it all. Network reach and reliability were
already top of mind for telcos before the pandemic
but growing demand in the wake of the health
crisis have only added to their importance.

Why we must address infrastructure reach and resilience — now
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The changing geography of demand

Reliability over speed

The rapid shift to home working has created
more challenging experiences of connectivity.
As the workplace has shifted from the office to
the home, many users have experienced a drop
in network performance. Households who have
moved out of urban locations altogether, as
remote working becomes the norm, are often
finding that the fastest packages are unavailable
in their area.

Aside from reach, resilience has continued to be
critical. Consumers want more reassurance and
better guarantees around quality, whether in
terms of signal reach or fallback options in case
network outages occur.

As a result, there is a rising demand for better
fixed and mobile broadband, regardless of
location. A recent EY survey shows that one in
four households experienced an overall downturn
in network performance during the pandemic and
37% are frustrated that the packages offering the
fastest speeds are not available to them.1
It is not only customers who are demanding
change. Policymakers and regulators are keener
than ever to tackle the digital divide. They are
recognizing that gigabit infrastructure needs to
travel further and at price points that smooth the
path to adoption.

A change in approach is essential. Operators
have spent years differentiating their offers on
the basis of maximum speeds and throughput. Yet
this messaging fails to resonate with most: 4 in 10
people do not know the speed of their connection.
They just want it to work, and work well.
Consequently, the customer promise needs
to move beyond speed. We are starting to see
operators offering “full house” connectivity: WiFi that covers the back room, loft conversion and
garage. One major operator is even advertising
Wi-Fi that works in every room, or “your money
back.” These propositions talk the language of the
household and provide a firmer foundation for
more trusted customer relationships.
Interestingly, more people than ever are now
using smart phones for hotspot connectivity if
the network goes down. Consumers, therefore
understand how an “unbreakable” service would
work; one in which an operator switches to secure
4G connectivity when necessary and where expert
customer support is offered around the clock.
Fixed-mobile convergence is evolving in a new
direction, with network resilience at its heart.

1 Decoding the digital home, EY, 2021
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Building an ecosystem

The information needed to succeed

To deliver the kind of connectivity that today’s
consumers and businesses expect, operators
must think beyond the boundaries of their
own organizations. If an operator cannot build
out a required solution itself — or there is no
government support available to help reduce
the costs — it may be able to partner with
a specialist that can help.

At EY, we can help in many ways. In the first
instance, we advise customers on how to
intelligently plan and deploy their network.
We use our geospatial tool to figure out what
the network landscape really looks like in the
customer’s country. Consequently, we advise
on where best to concentrate spend, which gaps
to plug across both fixed and mobile networks,
where to upgrade the network, and where to
replace with fiber.

The big operators, for instance, may consider
partnering with some of the up-and-coming
satellite companies — a technology that is now
coming back into the mix. Co-investment in
fiber infrastructure and rural mobile networks
also continue to gain ground, creating better
rollout economics in the process.
As an operator today, you must therefore be
able to answer some of the following questions:
• Do you have the right long-term network
upgrade roadmap?
• Can you call on government support?
• Are there fellow operators that you can
partner with?
• Are there specialists that you can work
with to improve your network quality, with
resilience and reach in mind?
• Do you have the proposition and technical
solution to offer reliable Wi-Fi throughout
the house?
Smaller operators may decide to home in on
one aspect of communication and target a
niche area of the market. Larger operators
may inevitably try to deliver more of a
comprehensive offering. Either path is fine,
as long as they have built the right ecosystem.
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We help operators build their value proposition,
so that it meets the greater customer focus
on reliability. We make sure that it isn’t just a
broadband and content bundle, but an agile
combination of services, sensitized to customers’
needs. Our combination of design thinking, and
customer experience insights means that we
can optimize customer-facing functions too.
Finally, we can help customers to gain a deep
understanding of their ecosystem position,
who their potential partners are, and where
they need them most. We even operate on a
transactional level to help customers acquire the
right partners. We can also help customers to
have an effective dialogue with the government,
work according to the appropriate government
policies, and become candidates for government
subsidies. Since we have a holistic, multi-sided
view of the multi-faceted challenge to our
customers, we are able to provide all
the information that they need to succeed.

“

From more hours spent
working from home,
to increasing online
education and rising
levels of streaming
content … networks
need to just ‘work.’

Tom Loozen
EY Global
Telecommunications Leader

Why we must address infrastructure reach and resilience — now
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Matthew Robinson
EY Global Technology,
Media & Entertainment,
and Telecommunications
Supply Chain Lead

The supply chain is evolving;
now’s the time to adapt
For the first time ever, telecommunications is
now viewed as a critical utility — and that is great
news for everyone involved with the industry.
But scratch the surface and it is clear to see
that the supply chain is strained.
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As someone who helps to lead EY’s supply chain
transformation team in the UK, I get a front row
view of the behind-the-scenes challenges. While
much of the top-level, pandemic-related focus was
on telecoms networks overloading, it never really
materialized. Peak usage — traditionally, in the
early evening — remained roughly the same and
because networks are built around peak capacity,
there was, consequently, plenty of redundancy
to handle the daytime demand.

The supply chain is evolving; now’s the time to adapt

Beneath all that, however, the supply chains
were impacted heavily — not just for network
components, but also for the accessories,
such as handsets and other consumer products
that bring the network to life. But why is that?
And how can supply chain disruption impact
business? Let’s find out.
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The causes of supply
chain disruption
The pandemic underlined how fundamental
the supply chain is to business operations; it
also highlighted just how detrimental supply
chain disruption can be. But, for the purposes
of brevity, I will attempt to cover only the most
significant causes and impacts of disruption.

Logistics

Financial pressure

The pandemic impacted logistics across the entire
supply chain: from labor, at the source of origin,
to transport links, and the availability of shipping
and air haulage.

Engineer shortage

Different regions with different lockdown rules
made it difficult to keep the supply chain moving.
There was a bottleneck of deliveries and pricing
rose steeply. Low-unit cost and long lead-time
supply chains were impacted the most.

While the public appreciation of what telcos
can achieve has risen, service prices have not.
Conversely, the cost of new technology continues
to increase and managing cost is, therefore,
a big concern within the supply chain.

Overarching skills shortages, along with the
macro geopolitics of Brexit, have deeply impacted
labor supply in recent times. However, the rise
in remote working and the impact of various
lockdowns, as a result of the pandemic, have
limited engineer availability the most.
While maintenance and upkeep are clearly
aspects to consider, the biggest effect of the
engineer shortage has been on the deployment of
new networks. Having disruptions and unplanned
fluctuations in the number of engineers available
makes everything harder to plan, which then
leads to delays and additional costs.
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Technological change
One of the many side effects of the pandemic was
an overnight shift in the types of technology an
organization needed. Increased load demands on
certain types of hardware and software also meant
that the life cycle of technology changed as well.
Organizations were finding that they had too
much of the wrong kit, not enough of the right kit,
and a mass of technology about to reach end-oflife, contributing toward even further disruption.

The supply chain is evolving; now’s the time to adapt

Telcos cannot cut their service, but they need
to do things more efficiently. Furthermore, they
cannot turn to low-cost suppliers on the other
side of the world because of the challenges
around having a long and insecure supply chain.
Supply chain evolution
The term “supply chain” carries different
meanings to different people. It’s no longer just
warehouses and lorries; it’s more digital than that.
The supply chain now includes where information
comes from and where it is going to. Maintaining
visibility of the flow of value — physical or virtual —
presents a huge challenge.
Indeed, the definition of supply chain will continue
to challenge people’s understanding for the next
decade at least. And the skills required in a supply
chain team will therefore change too.
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Building supply
chain resilience
To avoid the effects of supply chain disruption,
resilience is vital. In fact, it is fast becoming a
priority for telcos today. The overall trend we are
seeing is to avoid reliance on low cost, extremely
linear and long lead-time supply chains. It is about
balancing more affordable models with greater
agility and near-shore supply. It is also about
making everything simpler and easier to manage,
yet flexible enough to adapt to future change.
When it comes to suppliers, it is better to have an
ecosystem of trusted vendors, rather than being
locked in with just one.
Overall, the most important factor when it comes
to building supply chain resilience is gaining
visibility. This makes it far easier to understand
where everything is, where your suppliers are,
and who their suppliers are (i.e., your suppliers’
suppliers, and even your suppliers’ suppliers’
suppliers). True visibility enables you to report
on everything and make changes to optimize
the supply chain. It also means you can identify
where every piece of high-risk kit is across your
organization — which is key in today’s world
of increasing security regulations and further
uncertainty.
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The supply chain is evolving; now’s the time to adapt
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Setting up
positive change
At EY, we have been helping telcos by
providing the building blocks on which to build
resilience. By helping our customers establish
visibility, traceability and an integrated life
cycle approach, we have not only been
meeting their supply chain requirements,
but their cybersecurity needs too.
Surprisingly, managing the supply chain
and cybersecurity is increasingly interlinked
today. Two parts of an organization that would
never normally speak to each other, now need
to talk the same language and follow a road
map they both understand. Considering the
latest security requirements and changing
dynamics of the supply chain, we have been
helping telcos in this highly relevant area.
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“

The pandemic underlined
how fundamental
the supply chain is to
business operations;
it also highlighted just
how detrimental supply
chain disruption can be.

The supply chain is evolving; now’s the time to adapt

We show clients what good looks like. We then
add value, not only by recommending the right
direction, but also by making sure any solutions
and actions pay for themselves — for example,
by demonstrating the financial benefits of being
fully compliant.
On a technical level, we can help to cleanse the
data, reconcile the records that mismatch, and
implement the systems and processes that make
sure it’s maintained to a clear standard moving
forward. We can establish a baseline from which
to make better decisions. We can find ways to
make more of existing contracts by utilizing the
assets that are already in place. We can also
help to implement a concept of circularity,
with usability that supports the environmental
agenda too.
Ultimately, we have the experience and knowledge
in telecommunications and telco supply chains
to help mitigate supply chain disruption.
Matthew Robinson
EY Global Technology,
Media & Entertainment,
and Telecommunications
Supply Chain Lead
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Mathew Nelson
EY Global Climate Change and
Sustainability Services Leader

Sustainability: a core strategic
imperative for telcos
Environmental, social and governance (ESG)
imperatives are now high on every telco’s agenda
— but this topic is certainly not new. As someone
who has supported clients with ESG for over 18
years, I have seen the focus intensify over time.
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From those who have been making concerted
efforts in ESG for the past two decades, to those
who have only just begun their journey, the thing
that unites all telcos — in fact, organizations
of every kind — is the change in perception
since the beginning of the pandemic and
the amplification of ESG issues.

Sustainability: a core strategic imperative for telcos

While the most significant concerns for the
telecom sector revolve around environmental
issues — specifically, the climate change agenda
— telcos are increasingly focused on all three ESG
pillars. The sector has a wide range of risks and
opportunities attached to each one. In fact, one
of the main challenges with ESG is the sheer
breadth of the topic; ESG has a myriad of
facets to consider. Therefore, it is important
to understand the scale of the subject up front.
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An overview of ESG
for telcos today
Environmental
When it comes to the environment, let us
consider climate change specifically. The risk
side for telcos contains an explosion in data,
mobile phone towers and new networks including
5G. Consequently, we are seeing a rise in the
greenhouse gas emissions generated by telcos.
As more people become connected, this will only
create further energy demands. However, there
are huge opportunities for telcos too. Much of the
new technologies that will be a part of the solution
— such as smart transport, electricity systems and
smart grids — are likely to be facilitated by the
telecom sector.
Under the environmental banner, telcos will also
be pressured to apply circular economy thinking
to their services, infrastructure and products.
For example, where once we saw telcos pushing
contracts with “free” phones and regular upgrades
to entice consumers and drive demand, they
are now realizing the negative impact it has on
the circular economy; not least because phones
contain components that are damaging to the
environment. In Australia, where I am based, we
have started to see a decoupling of contracts and
devices, with most services now not including a
“free” phone. This is a definite step in reducing
waste and redundancy.
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Social
The societal agenda is extremely important
for telcos, especially considering the pandemic.
There has been an increase in regional migration
and a reduction in focus on central offices.
Telcos now have a role to play in supporting
infrastructure across diverse geographies
and more rural areas — not just in areas
where it is traditionally profitable to do so.
However, there are many implications of building
rural infrastructure. Not everyone wants
mobile towers in their back yard, either from an
aesthetic point of view or a perceived safety-risk
perspective. What this means is that telcos need
to have an open and honest ongoing dialogue with
the communities in which they operate. They need
to build those relationships to develop the trust
required to deliver the benefits that everyone
wants, and ultimately, bridge the digital divide.

Governance
The “G” in ESG refers to the governance factors of
decision-making: from sovereigns’ policymaking
to the distribution of rights and responsibilities
among different participants in organizations,
including the board of directors, managers,
shareholders and stakeholders. Within telcos,
governance-related factors are typically more
company- and region-specific. Most are related to
jurisdictional uncertainties in emerging markets;
this can lead to regulatory and litigation risk.
In some instances, government regulation can
itself affect operations. For example, restrictions
on the use of voice over internet protocol (VoIP)
services can have clear implications for data
usage and consequently, on revenue potential.
In some countries, the government views telecom
operators as providing a service: more like a public
utility. Operators may, therefore, be subject to
service obligations that affect capital expenditure
and return on capital. For example, they may
have an obligation to build a physical network
in rural areas.
When analyzing ESG factors, the “G” is
often forgotten — amid considerations over
climate risk, societal implications and other
“E” and “S” risks and opportunities. However,
understanding governance risk and opportunities
in decision-making is critical, as poor corporate
governance practices have stood at the core of
some of the biggest corporate scandals.

Sustainability: a core strategic imperative for telcos
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The growing trend toward
organizational transformation
Sustainability is becoming a core strategic
imperative for telcos, as they become more
exposed to value chain inefficiencies, including
network infrastructure, data centers, devices and
operations. In fact, the reputation of a telco now
depends on sustainability.
Consequently, we have seen a shift in mindset
among telcos. Traditionally, they have recognized
the need to build a sustainability strategy for
business; have brought in the right people
to advise on that strategy; and have then
implemented and progressed with the plan.
What has changed is that telcos are now using
sustainability as the catalyst for reviewing their
overarching organizational strategy. They are
checking to see whether it is fit for purpose in
the context of the issues they have been facing.
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CEOs are starting to rethink the fundamentals of
how they make money and operate as a business,
all under the lens of improving sustainability.
This is set to spark major changes in the way
telcos operate. While it is fair to say that very few
have undergone such significant transformation
in this manner so far, it is only the beginning.

“

Sustainability is
becoming a core
strategic imperative
for telcos, as they
become more
exposed to value
chain inefficiencies.

Sustainability: a core strategic imperative for telcos
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The time to
act is now
EY teams have been helping telco customers
to identify long-term value strategies for their
business while incorporating ESG credentials,
for many years.
As part of the services we offer, we undertake
climate risk and opportunity analysis to provide
a better understanding of how to respond to
the challenges. We offer assistance on ESG
disclosures, either assessing a business’s existing
material assets, or providing assurances to newer
organizations and covering what their investors
might be looking for. We have a dedicated, crossfunctional global climate change and sustainability
services team that is solely focused on this topic —
which is unique in our market.
That is not all. We also help telcos to enable many
of the new smart technologies that will drive
businesses forward, both now and in the future.
We provide support in facilitating infrastructure
across diverse geographies. The scale of our
business sets us apart from our competitors.

As an example, EY teams recently leveraged its
experience and reach to support a major Asian
telco throughout every level of its business. At the
top of the company, we provided support around
disclosures and the way the business reports on
them. We then carried out in-depth assessments
for one of the smaller telcos that it owns, based
in another country, to help it manage the overall
risks of climate change. Separately, we also ran
a community investment program on digital
literacy within local schools and rolled it out
on their behalf.
With all our experience in not only ESG, but
the telecom sector as a whole, we have seen
the positive changes that are possible. As with
anything, there are always risks to balance with
opportunities. But, the one thing we know for
sure is that if you do not do anything in this area,
you will only bear the brunt of the risks and gain
none of the opportunities. Hence, our message
is: act now.
Mathew Nelson
EY Global Climate Change and Sustainability
Services Leader
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Sustainability: a core strategic imperative for telcos
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Andreas Pyrcek
EY Global Forensics Integrity, Compliance
& Ethics Leader; EY Global Forensics
Sector Leader, Technology, Media &
Entertainment and Telecommunications

Bodo Meseke
EY Global Forensics Cyber Response
Leader; EY Europe West Forensics Cyber
& Technical Infrastructure Leader

Why are telcos so sensitive
about cybersecurity?
Digital well-being and data security are in
sharper focus among customers than ever.
Meanwhile, telcos are facing increasing cyber
attacks, and sometimes, feel under-equipped to
deal with cyber issues. So, what has changed?

Our recent survey showed that 4 in 10 households
are more concerned about cyber threats than
they were before the pandemic, with younger age
groups (age 18–24) feeling particularly fearful of
data misuse.1 But we do not believe the pandemic
is the sole contributor to this evolution; it has
been building for some time.

At EY, our roles focus on integrity, compliance and
ethics — and dealing with the topics of trust, risk,
privacy, corruption, cyber response and competitor
threat, within the context of global forensics.
From our point of view, we must assess today’s
changing imperatives — from both a sector and
consumer perspective — to be able to gain a clear
understanding of the situation and its challenges.

1 Decoding the digital home, EY, 2021
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Why are telcos so sensitive about cybersecurity?
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A shifting sector
The business model for telcos has changed
significantly over the past 10–15 years. From
landline phones and mobile operations, to today’s
focus on data and digital transformation, there
has been a huge shift in a comparatively short
space of time.
The overall purpose of telcos has evolved.
Today, they provide the critical infrastructure
and network accessibility needed, to ensure that
not only our smartphones work reliably, but also
the multitude of applications and services that
they now offer. Telcos, therefore, must be more
specific in terms of collecting and aggregating
data, as they gather more information about
consumers and collaborate with more
third-party content providers.
Placed in a pivotal position, almost everything
now goes through telcos. They are delivering
the network required to keep consumers
connected and governments secure. They are
increasingly diversifying into new areas, such as
the entertainment function; supporting customers
by helping them leverage the full power of apps;
mobile-payment services; or instant connectivity
to news and networks. They are enabling our
digitally driven society.
The telco has changed. The telco is invaluable.
And the telco is now involved in almost every
sector, which means that any downtime now
affects an entire economy.
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Why are telcos so sensitive about cybersecurity?
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Changing consumer concerns
Several years ago, in the early stages of increased
connectivity, consumers — especially younger
people — loved the ability to access anything at
any time, for free. For the most part, they enjoyed
it when companies provided them with “great
recommendations.” Furthermore, they were more
than happy to hand over their personal details for
the promise of better online experiences.
While this desire for tailored experiences still
exists, younger consumers are no longer as
willing to give away their data without asking
questions first. After gathering a lot of customerspecific data, intense customer-targeting and
connected-data breaches, the risk and awareness
for data protection is rising. An increase in online
regulations, such as the cookie policy, has also
cast doubt in the minds of many. They now want
to know: “what are these policies for?”; “what are
these companies actually doing with my data?”;
and “what do these companies really know
about me?”

Aside from governments, there has also been
an increase in the number of private companies
mixing their usage of data to “benefit” the
consumer. Banks, for example, now collaborate
with telcos, to find out where card transactions
are taking place, in order to help identify
fraudulent activity. While this may be designed
to help consumers, it raises further questions:
“why are these companies sharing my data,
even though I have not provided specific
consent for this?”; “what else are they using
my data for?”; and “who else knows about
my location information and how might they
use it against me?”
While the older generations have always been
wary of technology, there has been a shift in
the attitudes of younger people. They are now
seeing the level of detail in which technology can
target an individual. They know there is enough
sensitive information to produce a digital twin
of themselves — so will it be protected?

Local regulations are another factor when it
comes to privacy. In some countries, telcos have
an obligation to store certain personal data for
a set period, in case the government needs it to
investigate criminal activity. But what data is it?
How do you know which countries are holding it?
And how long are they holding it for?
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Why are telcos so sensitive about cybersecurity?

“

While telcos are way
ahead of other sectors
with privacy, security
and trust, the number
of cyber attacks is rising
and telcos actually feel
under-equipped.
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Battling against cyber threats:
a constant fight
Aside from the responsibilities that telcos have,
it has become more apparent than ever that there
is a need for greater education regarding data
privacy. Many children begin using mobile phones
at school, unwittingly, sharing data from a very
young age. It has already proven that appropriate
education can help them understand the risks
early on — but we need more of it.
Increased regulation of the telecommunication
providers must also be applied. The data delivered
to certain devices must be controlled better. But it
must be a balancing act: upholding privacy while
trying to provide a secure data infrastructure. The
kind of data collected by a telco, coupled with the
way they share it, as well as mounting reliance on
the network, makes cybersecurity an increasingly
difficult priority.
The same applies to artificial intelligence (AI)related solutions that are significantly being
used by telcos — especially, when it comes to
being more consumer-friendly and targeted.
But with new data-driven business models,
risks also increase around ethically challenging
assumptions, business solutions and a wrongly
shifted integrity mindset. Consequently, the
regulator puts corporations —including telcos —
under the spotlight with new AI regulations.

Interestingly, while telcos are way ahead of
other sectors with privacy, security and trust,
the number of cyber attacks is rising. Telcos,
actually feel under-equipped: 47% have never
been more concerned about their ability
to manage threats, and security-by-design
principles are under pressure.2
The landscape of any company today includes
multiple suppliers and many devices; this
increases the probability of weakness. In
addition to this, cyber criminals are becoming
more sophisticated. They are attacking systems
indirectly, changing tactics rapidly and spending
without limits to achieve what they want.
Furthermore, the transformative business
model of a telco has created new business
partners, new third parties, new services and
new access to data. The reality, therefore, is
that it is almost impossible for an organization
to ever be “fully” protected; there will always
be an element of risk to consider.
Trust the process
Bearing in mind the constant presence of risk,
it is vital to have a set of principles in place that
an organization can follow. That is why, at EY,
we work with clients to assess a customer’s
design principles when it comes to data privacy.
We work to find out how they deploy their data,
and whether it is carried out correctly.

With fierce competition in many countries
between only two or three service providers,
protecting brand trust is high on the agenda.
AI ethics is of increasing interest too. Consumers
want to know how a telco uses their data, how it
collaborates with other companies and whether
it adheres to emerging regulations in the sector.
We, therefore, help customers work on a guiding
set of rules that everyone can follow.
Leveraging our experience and insight
into multiple sectors, we bring in different
perspectives to understand what the intentions
of third parties are; what kind of solutions are
ethically challenging; and how to navigate
complex collaborations. We help customers
understand how to leverage AI and protect
customer data. Ultimately, we assist them,
so that they never underestimate the changing
imperatives that could negatively impact
their business.

Andreas Pyrcek
EY Global Forensics Integrity, Compliance
& Ethics Leader; EY Global Forensics Sector
Leader, Technology, Media & Entertainment
and Telecommunications
Bodo Meseke
EY Global Forensics Cyber Response Leader;
EY Europe West Forensics Cyber & Technical
Infrastructure Leader
2 EY Digital Homes Survey 2021
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Prioritize people;
transform the workforce
Building the right kind of linkages between
different internal departments is now top
of mind for telcos, according to EY’s latest
report3 — while core skills, reskilling and talent
attraction all require ongoing attention too.
Are we surprised at this? Well, yes and no …
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With many years of experience working in
people advisory services (PAS) between us,
we understand the value in putting humans
at the center of everything. Prioritizing the
human element can improve many aspects of
the business and help to bake resiliency into its
core. However, while people matters may have
traditionally been lower on the list in regards
to transformative programs, we are seeing a
meaningful shift toward making people and
organizational needs a stronger area of focus.

Prioritize people; transform the workforce

The pandemic, of course, is a major contributor
to this. People, and their needs, had to be
prioritized to keep businesses moving, and to
retain talent. Departments had to improve the
way they communicated and collaborated with
each other, with an increased usage of digital
enablers. And now, as many employees adopt
a hybrid workstyle, splitting their time between
the office and home, their needs remain
a significant priority.

While the topic of resiliency has already
been covered within this publication, it’s worth
reiterating that efforts have accelerated regarding
organizational strength and being prepared for
what’s next. It’s been proven that cultivating
the right talent, workforce culture and internal
ecosystem is a meaningful strategy in helping
telcos deepen organizational resilience, respond
with agility to shifts in workstyles, and adapt to
the kind of widespread disruption we’ve seen
as a result of the pandemic.
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“

Improving internal
connections

In the world of telco, we talk
so much about the need to
build an ecosystem of partners
and suppliers. However, we
often overlook the need to
improve connections within
the organization itself.

In the world of telco, we talk so much about the
need to build an external ecosystem of partners
and suppliers. However, our report highlighted
that “enabling business functions to operate as
an internal ecosystem” was a top priority for
80% of telcos3.
While a siloed approach to departmental
operations may have functioned effectively in
the past within some organizations, times have
changed – and the pandemic has exaggerated
the distance (both physically and metaphorically)
between them. How, then, do those
organizations maximize the talent they already
have – and better connect everyone internally?

And while it’s true that many telcos have already
made major improvements in this area, some
unfortunately haven’t.

Seamless collaboration between departments
helps an organization move quicker. And
connecting experts in their individual fields to
the wider organization means they can more
easily offer advice and consultancy to the rest
of the business – as opposed to just handing
over a report, solution or service and returning
to their department. After all, employees are a
core part of any business and a key feature of
market competitiveness, so it’s important for
them to feel a part of the bigger picture.

Considering the skills predicament
We all know that the role of the telco
is changing. In fact, it might soon be hard to refer
to telecommunications as vertical – it’s becoming
more horizontal, touching every sector. Therefore,
addressing outcomes is becoming the priority
and bringing together the right people to
achieve them makes the most sense.

Just imagine the effectiveness of each function
within a telco if it was closer to the overall
needs and leadership of the business. It requires
a huge shift in mindset, culture and skillset,
but the pandemic has shown us that we are
able to achieve great change when we have to.

However, only 50% of Gen Z candidates are aware
of the telecom industry4 and only 27% are aware
of careers within the telecom industry. While we’ve
seen telcos improving connections with colleges
and universities to develop the right skillsets from

early on, the question is, are young people
really thinking about telcos in the same way as
companies such as Google and Facebook?
With awareness of the telco industry among
graduates being so low, we believe there’s
currently a huge opportunity to improve the
perception of what “telco” means in order to
attract the best talent. To move away from
the preconception of only delivering mobile
phones and masts, telcos should pay close
attention to the generational shifts occurring
and consider developing recruitment
strategies to better brand their companies and
showcase what they do to a younger, more
tech savvy generation.
Diversity, equity and inclusion (DEI) has a
massive impact on business too, and while the
telco sector seems more focused on this than
ever, there is still a lot of work to be done. How
do we get more women into telcos? How do we
encourage and nurture greater diversity, and
make the sector more attractive to work in?
Aside from fresh talent, we must also consider
the demand for experienced leaders. But with
such rapid changes in technology today, how
do we help the older generations keep on top
of it all? And how can younger employees
support them? It’s easy to look at the mix of
generations as another layer of complexity; we
prefer to look at it as an amazing opportunity
to make the most of a wide range of skills.

3 “How can risk foresight lead to fresh insight?”; Mitigating the top 10 risks in telecommunications 2021; EY
4 Id
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The workplace,
reimagined
In order to successfully link internal departments,
attract the right talent, enable reskilling,
integrate traditional operating models, adopt new
technology, and keep the workforce operating
model in step with all these changes in a way
that it is appropriately embedded, we have
to reimagine the workplace.
At EY, we carry out a lot of work in this area.
We spend time thinking about what the workplace
will look like tomorrow as well as today, and we
help our clients work through it all. The good
news is we do see many telcos focusing on
their talent needs.
For example, EY teams recently helped a telco
connect with a university and start a talent
program to feed the organization. We leveraged
the collective thinking of young people to see
what they could bring to some of the challenges
that needed addressing, and we built international
teams to pool ideas from all over the world.
That resulted in a combination of innovative ideas
and young talent connected to the organization
early on.

Another example is a major reskilling program we
undertook in Europe. Our telco customer needed
new skills bringing into the business, but we
showed them the value of reskilling their existing
talent. The program, which included strategic
workforce planning, as well as the assessment
of the current workforce to see who could
easily move into a new position via education
and development, required significant change
management. EY teams provided the technology,
processes and evaluation of the relevant cycles,
and then made sure the customer could continue
to make positive changes in the future.
Our deep knowledge of the telco industry, coupled
with the sheer volume of the organizations we
work with and ability to facilitate change, makes
us an ideal partner. We understand that telcos
must deal with many changes in the market,
including legal changes, challenges
from competition and talent shortages
but, by prioritizing people, we believe
the workforce can be transformed.

Susan Robinson
EY Global and US-East TMT People
Advisory Services Leader
Dirk Stroes
EY Netherlands Partner,
People Advisory Services
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Let’s overcome today’s
telecommunications risks, together
We hope you’ve found this fourth edition
of the NextWave Journal insightful.
As ever, our aim is to help you fully understand
the risks; find the right answers; prioritize your
efforts to make the most tangible progress; and
ultimately overcome the challenges you face.
If you’d like to share any opinions or ask us
any questions about anything you’ve read
so far, please don’t hesitate to get in touch
with us – we’ll be more than happy to start
a conversation.

For enquiries, contact:
globaltelecommunicationsector@eyg.ey.com
ey.com/telecommunications

Thank you.
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