Reputations at risk
Are technology, media and entertainment, and telco (TMT)
companies doing enough to protect their brands from
cyber attack?

10x

The amount that global companies
spent on branding vs. cybersecurity

Global companies spent almost
US$600 billion on building their brands in
2016,1 but only allocated about one-tenth
to cybersecurity.2

50%

of the world’s 10 most admired
companies are from the TMT space3
– far more than any other sector.
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Highly digitized = greater risk
is just a click away.

Customers‘ personal, identifiable information
18%

Customers‘ passwords

TMT companies
recognize this
vulnerability

12%

Financial information of the organization
12%

Corporate strategic plans

11%

Sr. exec./board members‘ personal info, incl. email

They believe their customer
data is most at risk.

10%

R&D information

9%

Security
budget growth

Information exchanged during M&A activities
8%

Patented intellectual property (IP)
8%

However, it’s less than half
of what it needs to be.

Non-patented IP

6%

Supplier and vendor identifiable information
3%

Commitment to cybersecurity by TMT firms
(all respondents)

Supplier and vendor passwords
2%

In your opinion, what is the likelihood of
your organization being able to detect a
sophisticated cyber attack?
1% 1%

Only

Brand risk at stake

What information is the most valuable to
cyber criminals? (Select five)

5% 5%
23%23%

21.0%

Growth in funding needed to
protect company in line with
company’s risk tolerance

Protect
your brand

25%25%

believe it is very likely they could
detect a major attack.

10.4%

Projected growth in
cybersecurity budget
(next 12 months)

46%46%

• Prioritize protection of brand assets
• Build an employee culture of cybersecurity
• Create a post-breach recovery program
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In April to July, 2018, EY conducted its annual Global Information Security Survey
(GISS) of more than 1,400 executives on key issues in cybersecurity. The global
survey panel was drawn from more than 60 countries and represented 20 industries.
This analysis focuses on consolidated findings from TMT companies.
For full survey findings, go to ey.com/tmt/GISS2019
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