
BoardMatters
Forum

16 May 2024



BoardMatters Forum 2

Key challenges, risks and responsibilities faced by Boards on cybersecurity and data privacy

The proliferation of new-age technologies such as IoT, Cloud and AI in business make cybersecurity and data privacy critical
components of protecting sensitive information. Organizations are intensifying actions to safeguard the growing quantum
of data generated and stored against increasingly sophisticated breaches and ensure continued trust of various
stakeholders. Board overview can strengthen the defenses and support the organization in maintaining integrity and
compliance.

EY hosted the Board Matters Forum (BMF) meeting on 16 May 2024, which included a panel discussion on ‘Key challenges,
risks and responsibilities faced by Boards on cybersecurity and data privacy’.

Burgess Cooper, Partner and Deputy Cybersecurity Leader, EY India moderated the panel. Its members were:

► Dr. Durga Prasad Dube, Executive VP and Head – IRM, Reliance Industries; member of Board level Standing
Committee on Technology (SCOT) of Central Depository Services Ltd (CDSL); Chairman, SCOT of CVL (CDSL Ventures
Ltd)

► Varun Singla, CISO, Airtel

► Vinay Deshpande, Head of Digital and IT, IHCL

Panel discussion
Balancing security with innovation

Today's fast-paced digital evolution is a double-edged sword. Organizations often prioritize rapid development and
deployment over comprehensive security measures, especially in the early stages of their growth. This oversight can lead to
vulnerabilities and exposure to cybercriminals. To effectively balance innovation with security, it is crucial to integrate robust
security protocols from the outset and continually evolve them in tandem with technological advancements.

Attracting and retaining the right talent is part of the cybersecurity foundation. These professionals need challenging and
engaging problems to solve, ensuring they remain invested in the organization's security posture. Managing the trade-off
between innovative freedom and stringent security protocols is challenging, but essential. Maintaining stakeholder satisfaction
is key to this equilibrium.

In industries like hospitality, digital transformation must go hand in hand with rigorous customer privacy management. A
comprehensive approach would include a 24/7 incident security center, cyber defense, threat intelligence, encryption and
privacy by design. Regular training and awareness programs that keep the workforce informed and vigilant are a basic yet
effective component of defense. Compliance with domestic and international regulations such as the General Data Protection
Regulation (GDPR), the California Consumer Privacy Act (CCPA), and India's Digital Personal Data Protection Act, 2023 (DPDP
Act) further underscores the importance of a holistic approach where innovation and security complement each other to
enhance customer experience.

Boards must ensure a proactive approach that enables blending innovation with security to protect both organizational and
customer interests.
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Role and responsibilities of CISOs toward the Board
The panel emphasized the need for Boards to develop a thorough understanding of the organization's assets and
vulnerabilities. By posing questions to CISOs and assigning a chain of accountability, Board members can drive
improvements in security practices.

CISOs have a crucial role in bridging the gap between cybersecurity and business innovation, especially in large
organizations. A CISO's responsibilities include the implementation of encryption protocols, stringent access controls and
supply chain optimization.

Regular cybersecurity assessments are essential to identify vulnerabilities and ensure that security practices evolve in line
with technological advancements. By maintaining a robust and dynamic security posture, the CISO helps safeguard the
organization's assets and customer data.

The CISO must also focus on fostering a well-informed and vigilant workforce. This involves conducting regular training
sessions, launching awareness campaigns, and ensuring compliance with regulations. Such measures are integral to
embedding a security-conscious culture within the organization.

By aligning security protocols with innovative business strategies, the CISO ensures that cybersecurity is not seen as a
hindrance but as an enabler of growth and customer satisfaction. Through these efforts, the CISO plays a pivotal role in
maintaining the organization's integrity and trustworthiness in an increasingly digital world.

A comprehensive view of an organization's cybersecurity framework means a CISO can effectively communicate the
significance and scope of cybersecurity to the board, while also emphasizing the board's role in this direction.

Cyber resilience is the key
Boards must acknowledge the inevitability of cyber-attacks in today's landscape and shift the focus towards resilience and
rapid recovery. This pragmatic approach emphasizes the importance of operational resilience and data protection as
primary objectives for cybersecurity efforts. Understanding and articulating risk tolerance or risk resilience, rather than
risk appetite, offers a more realistic framework for managing cybersecurity. This perspective recognizes that, while some
risks can be mitigated, complete prevention is unattainable.

By prioritizing resilience, organizations can ensure they are prepared to respond effectively to breaches, minimizing
downtime and maintaining critical operations. Implementing robust incident response plans, regular training, and
continuous system monitoring are key strategies to enhance resilience. Ultimately, the goal is to create a security posture
that not only defends against threats but also enables swift recovery, ensuring the organization can sustain its operations
and protect its data.
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Cybersecurity is the new-age equivalent to industry safety
The panel underscored the omnipresence of cybersecurity and the need to
treat it as the modern equivalent of industry safety. Routinely addressing
cybersecurity at every Board meeting can underscore its saliency and
reinforce its critical role in the organization's overall strategy.

The panel also suggested a comprehensive approach, advocating an annual
full-fledged presentation on cybersecurity complemented by regular
overviews of security metrics in Board meetings. This will ensure that the
Board remains informed and can make well-informed decisions.

The Board can drive measures that ensure the authenticity of information so
that companies can address misinformation and disinformation proactively
to safeguard the its resilience.

Companies should not view cybersecurity as an exceptional matter but as an integral part of daily operations. It requires
continuous observation and management, much like any other critical incident. By embedding cybersecurity deeply into the
organization's culture and routine practices, companies can better protect themselves and their stakeholders from evolving
threats. A holistic approach ensures that cybersecurity is not just a parallel concern, but a central element of
organizational resilience and operational integrity.

Other remarks

The efficacy of cybersecurity depends on good practices. Undergoing regular training on the latest developments will
help Board members enhance their insight and address current issues. As new technologies emerge and pose new
challenges, it is crucial for Board members to understand the roles and responsibilities of CISOs and CIOs, ensuring they
are equipped to address these dynamic threats effectively.

Along with the right talent, budget allocation is also a part of an organization's cybersecurity and data protection
foundation. External validations, red teaming exercises, third-party risk management, and supplier security assessments
are equally important.

Board members can ask the right questions, thus fostering a proactive and informed dialogue. Coordination and
collaboration among all stakeholders are necessary to strengthen the security posture collectively. This foundation
allows for adaptation and resilience in the face of evolving threats, ensuring a secure organizational environment.
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