
The wide-ranging business 
impacts and risks of cyber attacks

It is only a matter of time before a business will suffer a cyber attack. The potential impact of cybercrime 
requires that cybersecurity be viewed as a business risk, rather than a simple IT issue. Fundamentally, an 

and legal exposure to its customers and partners.

In addition, cyber risk has been increasingly linked to data protection and privacy regulatory compliance around 
the world. For example, the EU’s General Data Protection Regulation (GDPR) that went into effect in May 2018 

service providers (DSP) dictate that DSPs notify the competent authority without undue delay of any incident 

level law that addresses cybersecurity and data privacy protection in November 2017. The United States has 

such laws among its 50 states and its territories such as the California Consumer Privacy Act of 2018. 

In order to adequately address the risks 
from large and complex cybercrimes 
that are likely to occur, it is critical 
that organizations develop a strong, 
centralized response framework that is 
part of the enterprise risk management 
and crisis management strategies.

“What would once 
have been considered 
large-scale cyber 
attacks are now 
becoming normal.” 

The Global Risks Report 2018 
World Economic Forum
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Americas:

■ Atlanta
■ Belo Horizonte
■ Bogota
■ Boston

■ ■ Buenos Aires
■ ■ Charlotte

■ Chicago
■ ■ Cleveland

■ Curitiba
■ ■ Dallas
■ ■ Houston

■ Iselin
■ Lima
■ Los Angeles
■ Mexico City
■ New York
■ Quito
■ Rio de Janeiro
■ San Antonio
■ San Francisco
■ San Jose
■ Santiago

■ ■ São Paulo
■ ■ Secaucus
■ ■ Toronto
■ ■ Washington Metro DC

■ Adelaide
■ Auckland
■ Bangkok
■ Beijing
■ Brisbane
■ Hanoi

■ ■ Hong Kong
■ Jakarta
■ Kuala Lumpur
■ Manila

■ ■ Melbourne
■ Perth
■ Seoul

■ ■ Shanghai
■ ■ ■ Singapore

■ ■ Sydney
■ Taipei

■ ■ Tokyo

EMEA:

■ ■ Amsterdam
■ Milan■ ■ Brussels
■ Moscow■ Bucharest

■ ■ Oslo■ Budapest
■ ■ Paris■ Cologne

■ Prague■ Copenhagen
■ Saarbrücken■ Dublin
■ Stockholm■ Düsseldorf

■ ■ Stuttgart■ ■ ■ ■ Frankfurt
■ Vienna■ Istanbul
■ Vilnius■ ■ ■ London

■ ■ Warsaw■ Luxembourg
■ ■ Madrid ■ ■ Zürich

■ Manchester

Africa:

■ Abuja
■ Cape Town

■ ■ Durban
■ ■ Johannesburg

■ Nairobi

Middle East:

■ Dubai
■ ■ Tel Aviv

India:

■ Chennai
■ ■ Hyderabad

■ ■ ■ Mumbai
■ ■ New Delhi

Are you suspicious of a cyber attack?  
Contact us now!

Global incident intake email: CyberResponse@ey.com
Americas hotline: +1 855 611 8781
Contacts outside of Americas: ey.com/forensics

Luxembourg:
Guillaume Carballo
EY Luxembourg Partner, Cybersecurity Leader
guillaume.carballo@lu.ey.com

Countries with EY presence
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Forensic data centers

EY exists to build a better working world, helping to create long-term value for clients, people and society and build trust in the capital markets.

Enabled by data and technology, diverse EY teams in over 150 countries provide trust through assurance and help clients grow, transform and operate.

Working across assurance, consulting, law, strategy, tax and transactions, EY teams ask better questions to �nd new answers for the complex issues facing our world today.

EY refers to the global organization, and may refer to one or more, of the member �rms of Ernst & Young Global Limited, each of which is a separate legal entity. Ernst & Young Global Limited, a UK 
company limited by guarantee, does not provide services to clients. Information about how EY collects and uses personal data and a description of the rights individuals have under data 
protection legislation are available via ey.com/privacy. EY member �rms do 
not practice law where prohibited by local laws.
For more information about our organization, please visit ey.com.
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This material has been prepared for general informational purposes only and is not intended to be relied upon as accounting, tax or other professional advice. Please refer to your advisors for 
speci�c advice.
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