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The BlackCat ransomware, also known as ALPHV, is a potent 
strain of malware that targets and encrypts critical data on an 
infected system, subsequently demanding a ransom payment for 
decryption. It typically propagates through phishing campaigns, 
malicious downloads or exploit kits. By leveraging advanced 
encryption algorithms typically Rivest-Shamir-Adleman (RSA) or 
Advanced Encryption Standard (AES), BlackCat makes user files 
inaccessible and leaves ransom notes with instructions for the 
victim to follow to retrieve their encrypted data, usually 
involving payment in cryptocurrency for the decryption key. 
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Technical analysis

The ransomware is a significant and adaptable cyber threat, 
engineered in the Rust programming language, which is renowned 
for its performance efficiency and superior memory management. 
This combination facilitates the ransomware to operate seamlessly 
and elude standard cybersecurity scrutiny. Furthermore, Rust's 
inherent customization capabilities permit the ransomware to 
tailor its operational techniques and encryption methodologies for 
specific targets.

Image 1: Help configurations
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The previous iterations of the BlackCat ransomware exhibited a 
security flaw due to a lack of checks on the access token. However, 
the latest versions have eliminated this susceptibility by mandating 
the input of a 32-character access token for execution. This token 
is exclusively distributed to authorized users who have procured 
the ransomware usage rights. It is subsequently utilized to decrypt 
covert configurations nested within the ransomware infrastructure. 

Moreover, the stipulation of an access token inadvertently fortifies 
the ransomware's resistance against automated cybersecurity 
mechanisms. Such mechanisms, unless specifically programmed to 
deliver the access token, remain unsuccessful in deriving pertinent 
information from the ransomware sample.

Image 2: User interface

Upon successful input of the correct access token, the ransomware 
decrypts the configuration file that determines its operational 
parameters. Within this file are essential details like the public 
encryption key, the file extension utilized during encryption, 
identification credentials and a list of services and processes to 
disable, among other settings.
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Image 3: Configuration file

If the malware is activated without appropriate administrative 
permissions, it utilizes a specific exploitative technique involving 
Windows User Account Control (UAC) framework. More specifically, 
it employs the Component Object Model (COM) interface of the 
Centralized Manageability and Security Technology Policy LUA 
(CMSTPLUA), conveniently bypassing UAC restrictions and, hence 
attaining elevated privileges.

Image 4: Privilege escalation using UAC bypass 

Image 5: Respawning with additional privileges
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Upon securing administrative privileges, the ransomware spawns 
child processes with administrative privileges to perform numerous 
tasks comprise but are not limited to eliminating Volume Shadow 
Copies (VSS), instituting registry keys and erasing event logs. To 
disseminate, the malware periodically tries to access other 
accounts on the same device using the “net use” command and 
attempts to mount hidden partitions.

Image 6: Spawning child processes

Image 7: Deleting all Shadow Copy backups

Image 8: Updating a registry key
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The ransomware administers a multi-vector approach designed to 
neutralize the host's security defenses and mitigate potential 
disruption of file-locking mechanisms that could compromise its 
encryption efficacy. To achieve this, it terminates specific system 
services as well as currently active process threads that is listed in 
the configurations in the two tables.

Image 9: OpenSCManagerW enumerate all services

Image 10: Checking if the service is active using 
EnumDependentServicesW Function 
(0x01 would mean that the service is active)

Image 11: Stopping the service with ControlService Function 
0x01 (Service_Control_Stop)
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Table 1: Services targeted threads

Image 12: Gathering a snapshot of all current processes

Image 13: Selecting a process via OpenProcess function

Image 14: Terminating the function selected with 
TerminateProcess function

Services targeted

acronisagent gxcvd mvarmor64

acrsch2svc gxfwd mysql

backup gxmmm mysql$

backupexecagentaccelerator gxvss pdvfsservice

backupexecagentbrowser gxvsshwprov qbcfmonitorservice

backupexecdivecimediaservice mepocs qbdbmgrn

backupexecjobengine memtas qbidpservice

backupexecmanagementservice msexchange sap

backupexecrpcservice msexchange$ sap$

backupexecvssprovider mvarmor sapd$

gxblr mvarmor64 saphostcontrol

gxclmgrs mysql saphostexec

gxcimgr mysql$ sophos
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Table 2: Processes targeted threads

The ransomware then clears logs and attempts to propagate to 
other computers within the networks with “net use” command.

Image 15: Clearing AMSI Debug Logs

Image 16: Clearing Application Logs

Image 17: Using “Net Use” to move to other networks

Processes targeted

sql cvfwd onenote

agntsvc cvmountd oracle

avagent cvods outlook

avscc dbeng50 powerpnt

bedbh dbsnmp pvlsvr

benetns dellsystemdetect qbcfmonitorservice

bengien encsvc qbdbmgrn

beserver enterpriseclient qbidpservice

cagservice excel raw_agent_svc

cvd firefox sap
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The ransomware traverses every directory within the system and 
drops its ransom note.

Image 18: Dropping ransom note

As for encryption procedures, the ransomware employs the AES 
method, generating a unique private key for each execution. This 
private key will then be RSA encrypted using the public key in the 
configurations and be embedded alongside the encrypted file.

Image 19: AES Configuration in JSON format
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The encrypted file can be identified by a unique 4-byte border that 
is added to the head and tail of the file. This is essential for the 
ransomware as it uses this to identify the configuration file that 
was embedded. The ransomware also creates checkpoint files, 
which is speculated to be used if the initial encryption process was 
interrupted or corrupted then it would recreate from this 
checkpoint. After each successful encryption, the malware will 
drop a ransom note.

Image 20: Unique 4-byte border identifiers

Image 21: AES Encryption
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Image 22: Ransomware note

Indicator of compromise (IOCs) identified
RECOVER-<extension>-FILES.txt 
checkpoint<-filename>.<extension>
RECOVER-<extension>-FILES.txt.png
\\.\pipe\__rust_anonymous_pipe1_.<process_id>.<generated_number>
{3E5FC7F9-9A51-4367-9063-A120244FBEC7

Commands executed 
wmic csproduct get UUID
iisreset.exe /stop
reg add 
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Parameters 
/v MaxMpxCt /d 65535 /t REG_DWORD 
vssadmin.exe Delete Shadows /all /quiet
arp -a
wmic.exe Shadowcopy Delete 
wevutil.exe el
weutil.exe cl
net use <device_name> /user <username> <password> /persistent:no
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