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How evolving CFIUS 
regulations are 
introducing increased 
challenges to US 
foreign investment
National consulting services — US foreign 
investment and CFIUS due diligence



The Committee on Foreign Investment in 
the United States — widening its reach and 
raising the bar

The Committee on Foreign Investment in the United States 
(CFIUS) is a US government interagency committee whose 
responsibility is to review foreign investments of US 
businesses for national security implications. Historically, 
CFIUS reviews have been focused on acquisitions resulting in 
foreign control of US businesses in industries representing 
traditional national security interests (i.e., defense 
contractors, manufacturing, high tech, oil and gas). In August 
2018, the President signed into law the Foreign Investment 
Risk Review Modernization Act, which reformed, revamped 
and revitalized CFIUS. The enhanced law expanded CFIUS’s 
reach and, notably, also included minority investments, 
specifically in the field of emerging and critical technologies. 
This introduced the ability of CFIUS to take a more critical look 
at all types of transactions where US businesses may provide 
intellectual property and technological support to anyone in a 
foreign country. 

Foreign investors, and US companies alike, must be prepared 
to deal with additional regulatory hurdles. Businesses must 
consider critical data assets, their existing security controls 
and mitigation strategies to close any gaps. Lack of 
preparedness can cause major delays in deal closings and, in 
certain instances, deal rejections altogether. The heightened 
scrutiny of these transactions has also led to historical fines 
levied by CFIUS. Noncompliance with mitigation agreements 
can cost an organization up to $250,000 per violation or up to 
the value of the covered transaction, whichever is greater. 

EY teams can help your organization throughout the entire 
CFIUS life cycle, supporting your company’s growth and 
investment strategy.
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EY CFIUS 
consulting 
services

CFIUS covered transactions by sector*

*2009–17 metrics were published in the 2017 CFIUS 
Annual Report to Congress (most recent publication). 
2018–19 totals are estimated at 10% annual growth.
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How EY teams can help

EY cybersecurity service offerings can assist organizations 
throughout the CFIUS life cycle. EY CFIUS cybersecurity services 
harness knowledge of industry-recognized cyber practices (i.e., ISO, 
NIST) and enterprise-level critical information asset identification and 
apply leading, next-gen cybersecurity EY offerings focusing on the 
access, protection and monitoring of your organization’s most critical 
assets. The thorough and proven EY methodologies support CFIUS 
readiness, strategic mitigation planning, mitigation implementation 
and holistic program development, as well as independent audits and 
assessments of CFIUS compliance.
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Today’s digital-centric 
industries introduce 
countless cyber risks to 
businesses globally. The 
opportunity for 
technologies, processes 
and practices to be 
circumvented is greater 
than ever. 

Major cyber risks include:

• Access to or extraction 
of critical information

• Disruption of computer-
controlled operations

• Disruption of access to 
online employee or 
customer systems

• Modification and/or 
deletion of critical 
applications and 
information

The results of recent 
cyber attacks have 
demonstrated that while 
control procedures have 
been designed to mitigate 
certain access risks, they 
may not be designed to 
deal with the sophisticated 
and ever-evolving nature 
of attacks.

EY services aligned to the CFIUS life cycle 

Understand CFIUS implications 
and draft filing

Perform initial review, including 
investigation and presidential 

decision (if necessary)

Help implement mitigation 
measures to meet NSA 

requirements

MitigationCFIUS reviewTransaction planning

EY CFIUS cybersecurity services

• Readiness — understanding your organization’s current 
cybersecurity administrative controls and technical 
competencies, and how they align with CFIUS’s requirements

• Risk assessment and mitigation planning — mapping current 
capabilities to requirements agreed to in your National Security 
Agreement (NSA) and industry-leading practices, identifying key 
gaps and creating remediation plans to close associated gaps

• Implementation support and program development —
supporting the implementation of mitigation plans to meet NSA 
requirements, inclusive of building entire CFIUS-specific security 
compliance programs

• Security monitoring — periodically analyzing in-scope systems 
for unauthorized use or access, attending important meetings, 
and leading and supporting communications with CFIUS, all while 
keeping a watchful eye on overall compliance risk and escalating 
as required by your NSA

• Independent audits, compliance assessments and reporting —
reviewing NSAs, existing controls, mitigation plans and program 
developments for accuracy and overall compliance; developing 
reports for internal use or delivery to regulatory bodies

Formal CFIUS filing Signed NSA

Readiness
Risk assessment and 
mitigation planning

Independent audits of 
mitigation plans

Implementations and 
program development

Security monitoring

Independent audits, compliance 
assessments and reporting

Why 
cybersecurity?



Diagnose

• Collect, review and assess policies, procedures and 
standards to understand existing security controls 

• Meet with the organization’s business, cybersecurity 
and risk professionals to gain an understanding of the 
cybersecurity program

• Assess administrative and technical controls against global 
standards (i.e., ISO, NIST) and leading practices to identify 
gaps 

• Interview and shadow data stewards of relevant data sets to 
review business processes and the business’s understanding 
of critical data sets

Plan

• Create mitigation initiatives with a focus on enhancing 
identification of critical information and closing identified 
gaps in security controls

Help implement

• Leverage critical EY asset identification toolkit to analyze 
digital assets and identify regulatory controlled information; 
collaborate closely with the business for efficiency and 
accuracy

• Based on critical asset analysis, build use cases and a data 
attribute listing for ongoing identification and protection of 
required information

• Identify a segmented, controlled environment and migrate 
identified information, or close security gaps in existing 
identified systems, transforming the cybersecurity program 
to meet CFIUS requirements

• Help implement robust monitoring and auditing capabilities 
for periodic reporting to CFIUS monitoring agencies
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Protecting and 
controlling your 
digital assets

EY Cybersecurity
core services

CFIUS compliance

Critical asset protection and planning

Although there are many essential aspects to meet your 
organization’s CFIUS and NSA requirements, the most 
challenging and critical requirements focus on the 
identification and safeguarding of critical information 
assets. The completeness and accuracy of enterprise-
critical asset identification, monitoring and security are 
vital for a comprehensive CFIUS cybersecurity program. 
EY teams can assist you with the following:

Emerging 
technologies, 
national security 
implications and 
intellectual 
property are key 
focus areas for 
CFIUS. Proving 
your organization’s 
awareness of and 
protections 
regarding these 
issues will be 
critical for any 
international US 
investments in 
the future.
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Learn more
For more information about how EY teams can help, please contact:

Darren De Groot

+1 636 346 9398
darren.degroot@ey.com

Jon Roggen

+1 203 260 7207
jon.roggen@ey.com

Darren De Groot is a principal in the Ernst & Young LLP Consulting Technology Risk practice. He 
has more than 17 years of experience helping some of the largest and most complex 
organizations address their IT risk and compliance challenges. 

Darren’s CFIUS experience relates to leading a team of multidisciplinary professionals to develop 
a cybersecurity plan in response to the company’s national security agreement (NSA), 
developing project plans and overseeing the execution of the enhancement initiatives, and 
developing the organization’s first cybersecurity assessment report for the CFIUS monitoring 
agency.

Darren has experience related to assessing global cybersecurity programs, privacy, data 
protection, data classification, data loss prevention (DLP), data discovery, SAP application 
security and third-party risk management. Darren is CISA certified, a member of ASUG 
(Americas’ SAP Users’ Group) and ISACA (Information Systems Audit and Control Association).

Jon Roggen is a senior manager in the Ernst & Young LLP Data Protection and Privacy 
Consulting Cybersecurity practice. Jon’s primary focuses are in the areas of CFIUS compliance, 
high-value asset identification and data protection.

Jon has led engagements across all aspects of the CFIUS life cycle. As part of a $60 billion 
acquisition, he led the development of a CFIUS cybersecurity plan inclusive of 14 security-
focused mitigation initiatives. Jon has developed CFIUS program charters and annual compliance 
reports. He has also delivered other various NSA programmatic requirements to assist his clients 
in establishing and maintaining CFIUS compliance. 

Jon also has experience in assessing various cybersecurity related policies and procedures, 
organizational structures and technologies against leading industry practices (i.e., ISO 27001/2). 
He has delivered engagements of this type across industries, including but not limited to financial 
services, life sciences, pharma, technology and consumer goods.

Dave Burg

+1 571 633 3628 
dave.burg@ey.com

Dave Burg is EY’s Americas Cybersecurity Leader working out of the McLean Virginia office. 
Prior to EY he served as a principal in PwC’s U.S. Advisory practice and was PwC’s Global 
Cybersecurity Leader where he assisted clients in reactive and proactive consulting capacities 
involving cyber security. Dave has a broad portfolio of experience serving clients across sectors 
and industries including in the US public sector. 

He has lectured at Stanford University, NYU’s Stern School of Business, Georgetown University, 
the College of William and Mary, and Penn State University. Mr. Burg contributes to and has been 
quoted in a variety of business and industry journals, including The Wall Street Journal CIO 
Journal, The Wall Street Journal Risk & Compliance Journal, Financial Times, SC Magazine, CSO 
magazine, and Consulting magazine. He has presented a wide range of topics at global 
corporations, law firms, industry events, and government agencies. 
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About EY

EY is a global leader in assurance, tax, transaction and 
consulting services. The insights and quality services we 
deliver help build trust and confidence in the capital 
markets and in economies the world over. We develop 
outstanding leaders who team to deliver on our promises 
to all of our stakeholders. In so doing, we play a critical 
role in building a better working world for our people, for 
our clients and for our communities.

EY refers to the global organization, and may refer to
one or more, of the member firms of Ernst & Young
Global Limited, each of which is a separate legal entity.
Ernst & Young Global Limited, a UK company limited
by guarantee, does not provide services to clients.
Information about how EY collects and uses personal
data and a description of the rights individuals have
under data protection legislation are available via
ey.com/privacy. For more information about our
organization, please visit ey.com.

Ernst & Young LLP is a client-serving member firm of 
Ernst & Young Global Limited operating in the US.
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relied upon as accounting, tax or other professional 
advice. Please refer to your advisors for specific advice.
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