
Supply chain risk management (SCRM)
Make risk-informed decisions before you buy

Establish an SCRM foundation with a programmatic approach to establishing an SCRM program

What risks are 
your suppliers 
bringing to your 
organization?

2. Supplier resiliency

An organization could be unable to 
recover from disaster, resulting in 
supply chain disruptions and 
operational degradation.

1. Supplier attack

A supplier chain breach could result in 
financial loss, intelligence leaks, stolen 
intellectual property (IP) and 
reputational harm. 

Do you have the right
level of sponsorship?
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How are you going to
mitigate supplier risks?

Establish SCRM processes

Service-level 
agreements, metrics 
and key performance 

indicators

Cross-organization 
integration

Organization and 
change management

Ongoing training 
and education

How do I know it is working?

Program and service 
management 

How are you going to drive efficiencies in the 
SCRM process?

Enable technology

Workflow and 
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processes

Data feed
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integration
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management

Reporting 
and analytics

Supplier access
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The risk The imperative

Multiple SCRM regulations 

Executive Order 13873
(Securing the Information and 
Communications Technology and 
Services Supply Chain)

Federal Acquisition Supply 
Chain Security Act of 2018

National Defense 
Authorization Act

FISMA compliance with 
updated NIST 800-53 r5

2020

2019

2019

2018

SCRM Government 
Accountability Office audit

2020

Make risk-
informed decisions

Reduce 
supplier risk

Meet federal 
requirements

The opportunity
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SCRM: make risk-informed decisions before you buy

• Identify

• Protect

• Detect

• Respond

• Recover

Cybersecurity

• Supply chain

• Human capital

• Ownership 

• Board members

• Access to critical 
infrastructure

Foreign interest

• Country stability

• Country risk

• Terrorism

• Logistics

• Corruption

• Business culture

Geopolitical

• Corruption

• Tax evasion

• Environmental 
protection

• Foreign trade

• Counterfeits

Compliance

• Debt

• Margin

• Growth

• Liquidity

• Mergers and 
acquisitions

Finance Technical

• Dual-use 
technology

• R&D activity

• IP analysis

• Emerging 
technology 
trends

• Prescreen vendors prior 
to procurement

• Conduct market 
assessments to gain insights 
into a sector, industry, 
technology or potential 
alternative sources

• Conduct a rapid 
assessment to 
determine impact or 
threats to the 
organization

• Create the ability to 
conduct targeted 
deep-dive due 
diligence across 
any or all of the 
risk lenses

• Mitigate findings 
identified 
throughout the 
assessment

• Periodically 
monitor for 
changes in the risk 
profile

Business Relationship and Economic 
Threat Analysis (BRETA)

• Risk scoring using curated publicly 
available and commercially available 
data sets

• Due diligence that provides context and 
actionable insights for risk mitigation

• Create custom portfolios and watch lists

EY Business Intelligence 
and EY Hawkeye

• Vendor profiles on compliance, 
mergers and acquisitions, fraud 
suspects, conflicts of interest, legal 
disputes and financial distress, and 
asset tracing

• Detailed vendor assessments on 
anti-bribery, corruption 
and sanctions

What risks are your suppliers bringing to your organizations?

Operate supplier risk management

Market research
Rapid 

assessment
Deep-dive 

assessment
Risk treatment Monitoring

Risk lenses

Enabling capabilities

Governance, risk and 
compliance (GRC)

• Drives efficient risk management by 
centralizing risk information (hub)

• Integrates risk management 
functions, promotes transparency and 
enables better decision-making
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EY | Building a better working world

EY exists to build a better working world, helping create long-term value 
for clients, people and society and build trust in the capital markets.

Enabled by data and technology, diverse EY teams in over 150 countries 
provide trust through assurance and help clients grow, transform and 
operate.

Working across assurance, consulting, law, strategy, tax and transactions, 
EY teams ask better questions to find new answers for the complex issues 
facing our world today.
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This material has been prepared for general informational purposes only
and is not intended to be relied upon as accounting, tax, legal or other
professional advice. Please refer to your advisors for specific advice.
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